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SurveillancdmpactReportd & { bverdiaiv

Aboutthe SurveillanceOrdinance

The Seattle City Council passed ordinatzg37& | £ 42 NBFSNNBR (2 I &
hNRAYFYyOSé s 2 y7. ThiS§drdindneech&sNidplications fornhe acquisition of new
technologies by the City, and technologies that are already in use that may fall under the new,
broader definition of surveillance.

{a/ mMnomyodnund. dm OKI NHSa @apr&essthidentdya SESOdzi A @
surveillance technologies subject to the ordinance. Seattle IT, on behalf of the executive,

developed and implemented a process through which a privacy and surveillance review is

completed prior to the acquisition of new technologidsis requirement, and the criteria used

in the review process, are documented in Seattle IT Poliegy RRE. G KS G { dZNBSAt t | y O

idKS

How this Document is Completed

This document is completed by the requesting department staff, support and coordinatibe [8eattle
LYF2NXIGA2Y ¢SOKy2f238 5SLINLYSyd oa{SraGaidft S
document, they should keep the following in mind.

L

1. Responses to questions should be in the text or check boxes only; all other informatioridgsiest
descriptions, etc.) Shoulabt be edited by the department staff completing this document.

2. All content in this report will be available externally to the public. With this in mind, avoid using
acronyms, slang, or other terms which may not be watiwn to external audiences. Additionally,
responses should be written using principally fieohnical language to ensure they are accessible
audiences unfamiliar with the topic.

SurveillancelrdinanceReviewProcess

Thefollowingis a high-leveloutline of the complete SIReview process.

Upcoming »

Open

Commen
Period

Working Counci
Group Review

The technology is
upcomingfor
review, but the
departmenthasnot
begun drafting the
surveillancampact
report (SIR).

Work on the initial
draft of the SIR is
currentlyunderway.

The initial draft of
the SIR and
supportingmaterials
have been released
for publicreviewand
comment. During
this time, one or
more public
meetings will take
place to solicit
feedback.

Duringthis stagethe
SIR, including
collection of all
public comments
related to the
specific technology,
is being compiled
andfinalized.

Thesurveillance
advisory working
group will review
each{ L wn@ldraft
and complete a civil
liberties and privacy
assessment, which
willthenbeincluded
with the SIR and
submittedto
Council.

City Council will
decideonthe useof
the surveillance
technology, by full
Councilote.
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PrivacylmpactAssessment

Purpose

It NA@I O& LYLIOGO !'aasSaavySyd o6atL! €0 Aa | YSGK

information collected in order to conduct an-depth privacy review of a program or project. A

PIA asks questions about the collection, use, sharing, security and access controls for data that
is gathered using a technology or program. It also requestsnration about policies, training

and documentation that govern use of the technology. The PIA responses are used to
determineprivacyrisksassociated with @rojectandmitigationsthat mayreducesomeor all of

those risks. In the interests of transgsacy about data collection and management, the City of
Seattle has committed to publishing all PIAs on an outward facing website for public access.

Whenis a PrivacylmpactAssessmenRequired?
APIA maye requiredin two circumstances.

1) Whenaproject,technology.or other reviewhasbeenflaggedashavingahigh
privacy risk.

2) Whenatechnologyisrequiredto completethe surveillancampactreport process.
This is one deliverable that comprises the report.

1.0 Abstract

1.1 Pleaseprovide a brief description(one paragraph)of the purposeand proposeduseof the
project/technology.

¢CKS YAy3a [/ 2dzyieé {KSNAFTTQA h T Fthmd Btargwirg {aw 0
enforcement aviation unit in Washington State. Three separate heliceptme Bell 206B3
helicopter,one UHu| G| dzSeé>¢ FtyR 2yS . Stf nntX 2L
Two. The Air Support Unit operates throughout King County and is available to assist tr
Seattle Police Department at no charge through the Puget SRagionaAviation Projecta
O2y a2NliAdzy YFRS dzLJ 2F YSYOSNB FNRY &aKSN
counties as well as Seattle Police and Fire departments, Pierce County Fire Districts,
Washington State Patrol, the Departmentirhergency Management in Pierce County, the
Washington State Department of Ecology, Coast Guard, Navy, and the National Park S
Guardian One offers air support for patrol and specialized police missions. Guardian Tw
offers support predominately foremrch and rescue. These helicopters are equipped with
colorandforward lookinginfrared (FLIRtamerasand 30 million-candlepower spotlightsthat
enable the location of suspects or disaster victims in darkness or environmental cover.

The Air Support Un{tKCSO) monitors several SPD communication frequencies and if
available to assist, advises SPD communications that Guardian One is available to sup|
life safety or other serious crime incidents where air support would be beneficial SPD
sergeantsandor higherrankedpersonnelmayrequest theassistancef the Air SupportUnit.
Guardian Two is available as a-walt resource in the event of a significant incident.
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1.2 Explainthe reasonthe project/technologyis beingcreatedor updatedand why the PlAis
required.

The aerial vantage point created by the usénelicopters helps trained law enforcement
personnelprovide enhanced vision to locate and track the movement of crime suspects |
disaster victims. The forward looking infrared (FLIR) camera technology housed within t
GuardianOneand GuardianTwo helicoptersprovidesa further enhancedpicture of incident
scenes by layering heat signatures of individuals and objects on top of the aerial video.
FLIR technology allows for subjects to be detected even when obscured by clouds, haz
darkness.

Aerialvideo and infrared technology are tools that may be perceived as invasive to an

A Y R A @pvivadyl ah@yemaybe recordedwithout their knowledgeor consent. SPpolicy
mitigates against the potential for inappropriate usePD Policy 6.06@ollection of
Informationfor LawEnforcemenPurposegefinesthe wayinformationwill be gatheredand
recorded in a manner that does not unreasonably infringe upon: individual rights, libertie
and freedoms guaranteed by the Constitution of the United States and the State of
Washington, including freedom of speech, press, associaiothassembly; liberty of
conscience; the exercise of religion.

2.0Project/ TechnologyOverview

Provide an overview of the project or technology. The overview gives the context and
backgrounchecessaryo understandthe purpose,missionandjustificationfor the project/
technology proposed

2.1 Describethe benefits ofthe project/technology.

The Guardian One and Guardian Two helicopters provide critical assistance to SPD uni
the ground during incidents. The benefits include rapid resgaio crime or disaster scenes
andgivelaw enforcementpersonnelanenhanced A NReQiéw of the situation.d ! ndrmal
patrol speeds and altitudes, a helicopter can keep an object in view on the ground ten ti
longer than a ground officer moving a@mMJX | £ & G NB S { Whilke domN@nfionaii LJ
YAIKG Grarzy (GSOKyz2f23& R2S&a dAYSyid GK
visible light, FLIR systems are more effective because they provide images using the he
emitted by subjects andbjects.

2.2 Provideanydata or researchdemonstratinganticipated benefits.

1 https://kingcounty.gov/depts/sheriff/abowtus/enforcement/specialized/helicopter.aspx
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https://ww w.fema.qgov/medidibrary-data/1464299940004
16fc65457742f7d9a9fd62ae52ec9985/NorthWestRegionalAviation FINAL _508.pdf

Provices information about Northwest Regional Avion consortium, the challenges faced in
the geographical area, and the response to the 2014 SR530 mudslide near Oso, WA. This
documentalsodescribeghe waysin whichthe SeattleUrbanAreaSecurityinitiative, which
includes Guardian One and Two operations, provide search and rescue operations, assists
with criminal manhunts, and enhances port security, and is an important asset in the
response to a variety of threats and hazards.

Alpert, G.andMacDonald,J).(1997).Helicoptersand TheirUsein PolicePursuit:A Final
Report to the National Institute of JusticBepartment of Justice.
https://www.ncjrs.gov/pdffiles1/Digitization/171376NCJIRS. pdf

An analysi®f the useof helicoptersin police pursuitoperationsuseddatafrom observations
and empirical analyses of the aviation units in the Baltimore and Metade (Fla.) Police
Departmentsanda surveyof citizenattitudes; the studyconcludedhat helicoptersprovidea
useful and important service to police and to thersuit function. The best advantage a
helicopter can provide to police is the information aerial vantage points can deliver.
Additionally,the speedandrelativelyunobstructedmobility of helicoptersupportis a major
benefit in pursuit of a fleeing suspt or during a search and rescue operation.

2.3 Describethe technologyinvolved.
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2.4 Describehow the project or useof technologyrelatesto the R S LJ- NJi missigni Q a

The mission of the Seattlolice Department is to prevent crime, enforce the law, and
support quality public safety by delivering respectful, professional, and dependable poli
servicesKingCounty{ K S N@r Supp@rinit supportsthis missionby providingair support
for patrol, specialized police missions, and search and rescue operations when aerial
operations would benefit the SPD resources on the ground.

2.5Whowill be involved with the deploymentand useof the project / technology?

YAY 3 [ 2dzy (e { KSNRIT TAGA 2/ LASWI{(dE.BLI20NI G KS Y
available to assist the Seattle Police Department at no charge through the Puget Sounc
RegionalAviationProjectandthe SeattleUrbanAreaSecurityinitiative (UASI)PerSPLCPolicy
16.060- KingCountySheriff'sOffice Air SupportUnit, when GuardianOneis operational,the
unit monitors SPD radio and advises SPD Communications when thayailable to assist
during active calls for service.

SPDofficersmayalsorequestair supportassistancelirectlyto GuardianOneor through SPD
Communications. P€PD Policy 16.080 & L ¥ D dzl NdRuty byt théirasSistande isz
required fora police operation, a[n SPD] sergeant will screen the request and coordinate
GAOGK [/ 2YYdzyAOI A2y & dé

3.0UseGovernance

Providean outline of anyrulesthat will governthe use ofthe project/ technology.Pleasenote: non-City

entities contracting with theCity are bound by restrictions specified in the surveillance ordinance and

RetroactiveTechnologyRequest BySPD PrivacyimpactAssessmernt SurveillancémpactReport| KCS@Helicoptergpage 8
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privacyprinciplesand must providewritten proceduresor howthe entity will complywith any
restrictions identified.

3.1 Describethe processeghat arerequired prior to eachuse,or accesgo/ of the project/
technology, such as a notification, or cheak checkout of equipment.

PerSPLCPolicy16.060- KingCountySheriff'sOffice Air SupportUnit, when GuardianOneis
operational, the unit monitors SPD radio and advises SPD Communications when they
available to assist during active calls for service.

SPDofficersmayalsorequestair supportassistancelirectlyto GuardianOneor through SPD
I 2YYdzy AOF GA2Yy ad &duff, bubtsir NSRistanoé is heyuBed foka pdide ¥
2LISNF GA2y > | aSNHSIFyld Attt aONBSy GKS N
respond to an SPD call, Guardian One and Guardian Two are documenésp@sding
resources in the CAD event by SPD Communications.

3.2 Listthe legal standardsor conditions,if any, that must be met before the project/
technology is used.

While no legalstandardamustbe met prior to useof the technology there are conditions
and policy governing standard operating procedure for SPD.

¢CKS YAy3 /2dzyié {KSNATFQa hFTFFAOS ! AN {d
assistancéo SPCbasedon availabilityandappropriatenes®f response SPOPolicy16.060-
KingCountySheriff'sOffice Air SupportUnit statesthat patrol officersmayrequestsupport
from the Air Support Unit during an incident where it is determined air support would be
beneficial, such awhenthere is asafety concernWhen theAir Support Unit ieff duty the
request must be screened by sergeant or higher ranked personnel.

During 2021, Guardian One responded 26 times to SPD events.

3.3 Describe the policies and training required of all personnel operating the project /
technology,andwho hasaccesgo ensurecompliancewith useand managementpolicies.

Thehelicopterand FLIRechnologyare not operated bySPDpersonnel.

SPDSupervisoraind commandingofficersare responsibleor ensuringcompliancewith all
applicable policies.

All SPDemployeesnustadhereto laws, Citypolicy,and DepartmentPolicy(SPDOPolicy
5.007), and any employees suspected of being in violation of laws or policy or other
misconduct are subject to discipline, as outline&iD Policy 5.002
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4.0 DataCollectionand Use

Provideinformationaboutthe policiesandpracticesaroundthe collectionanduseof the data
collected.

4.1 Providedetailsabout what information is beingcollectedfrom sourcesother than an
individual, including other IT systems, systems of record, commercial data aggregators,
publicly available data and/or other Citdepartments.

The Maple Leaf Downlink equipment is static and acts as a passthrough allowing SPD
personnel to view the live feed of visual information. No data or images from the video
downlink are recorded or stored by SPD.

4.2 What measuresare in placeto minimizeinadvertent or impropercollection of data?

TheKCS®elicoptersand onboardFLIRechnologyrespondonlyto SPDemergencyeventsin which air
support is beneficial. SPD only receives and accesses information from the KCSO helicopters th
relevant to the incidents to which Guardian One or Guardian Two have respontiedMaple Leaf
Downlink equipment is static and acts as a passifloallowing SPD personnel to view the live
feed of visual information. No data or images from the video downlink are stored by SPD.

The video is requested as evidence from King County and stored using existing video e
storage policies includin§PD Policy 7.090Photographic Evidence

4.3How andwhenwill the project/ technologybe deployedor used?Bywhom?Who will
determine when the project / technology is deployed and used?

PerSPD Policy 16.06ing Canty Sheriff's Office Air Support Upwhen Guardian One is
operational, the unit monitors SPD radio and advises SPD Communications when they
available to assist during active calls for servi8BD officers may alsequest air support
assistance directly to Guardian One or through SPD Communications. The SPD policy
a IGtiardianOneis off-duty, but their assistances requiredfor a policeoperation,a sergeant
will screenthe request andcoordinatewith / 2 Y Y dzy A O | tliejrésgoadioéan SPB call,
Guardian One and Guardian Two are documented as responding resources in the CAD
by SPD Communications.

The most common type of event in which Guardian One participated with SPD im2818
Robbery(8 events) followed by Automotive- includingtheft andrecovery(7 events),Assault
(6 events), and Burglary (6 events). Other event types include Domestic Violence,
Kidnapping/Abduction, Prowler, Traffic Violations, Warrant Services, Weaperson
including missing, found, and runaway, Suspicious Person/Object, and. Theft

2 Calltypeisbasedon the Case Finalypeledin{ t 5QAR systerfor the 45 eventsin which GuardianOne
responded.
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4.4 How often will the technologybe in operation?

The Air Support Unit operates six days per week and averages 1200 hours of fligint tii@eegion In
2021, Guardian One responded to 26 SPD events.

GuardianTwodid not dispatch to any SPD calls for service.

4.5Whatisthe permanenceof the installation?Isit installed permanently,or temporarily?

Establishedn 2001,the KingCounty{ K S N @rif tfagbeena modelfor regionalized
aviation support for law enforcement and emergency services.

4.6 Isa physicalobject collectingdata or imagesvisibleto the public?What are the markings

to indicate that it is in use? What signage is used to determine department ownership and
contact information?

TheKingCoudt { KSNAFTFQa ! AN ! yAlG KSfAO2LI SN&
enforcementaircraftto the untrainedeye. TheFLIRcamerasystemis permanentlyaffixedto
the helicopter,howeverit is not identifiableto the public. TheGuardianhelicoptersand FLIR
cameras do not belong to SPD, but rather are county resources available to assist whel
available.

4.7 Howwill datathat is collectedbe accessed and bywhom?

TheKCSO helicopters have a rate microwave video downlink capable of transmitting video of
ongoing events to units on the groundhe Maple Leaf Downlink site allows5t® view the video
from the KCSO helicopters in raéahe only. SPD does not record or save any video or images
provided by this downlinkRecordings made by Guardian helicopters associated with SPibralls
servicemay berequested as video evidencefty G KS YAy 3 [ 2dzyié { Kidedks
needed forevidentiaryor investigativepurposes.Theserecordingsare provided bythe KCSQ@s digital
files consistent withSPCPolicy7.010governsthe submissiorof evidence and requires that all collecte
evidence be documented i GO Report. PeEPDPolicy 7.09@ Photographic Evidencall video
evidence not produced by SPD employees is submitted to the SPD Evidence Unit. The SPD Evi
stores the vided\ y  {Evifeficé Management Systethn K S YAy 3 /[ 2dzyde& { K€
Unit does record audio and video of their operations and occasionally does release these record
the public, including video postl on theirYouTube channel

4.81f operatedor usedby another entity on behalf of the City, provide details about access,
and applicable protocols

TheGuardianOneand GuardianTwohelicoptersandonboardFLIRcamerasare operatedby
the KingCounty{ K S N&r Brit. \dhenGuardianOneis operational the unit monitors SPD
radio and advises SPD Communications when they are availaddsisi during active calls
for service.SPD officersay also request air suppaassistance directlio GuardianOneor
through SPD Communications.
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4.9What are acceptablereasonsfor accesgo the equipmentand/or data collected?

Theuseof helicopterair supportand onboard=LIRcamerasare anindispensableesourcefor
law enforcement and search and rescue operations.3#D Policy 16.06ing County
Sheriff's Office Air Support Urier SPD Policy 16.06King County Sheriff's Office Air
SupportUniE  aDdzZE NRALFY hyS 2FFSNE | AN & dReiiSPDNJ
Policy 16.060 King County Sheriff's Office Support UniE & D dzI NR A _lay suppghtS
for patrol and specialized missions. Guardian Two offers air sufmospecial operations
suchassearchandrescue(SARandtacticalY A a a ASPYegu@stsair supportto assistwith
locating missing children and vulnerable adults as well as to support patrol operations s
as locating a suspectsdark orobscured terrainWhen necessary and pertinent to a speci
AVOSEAGAILGA2YSY {t5 AYy@PSAGAILG2NAE Yl & NE
when the video will be entered as case evidence in the investigation of a crime or missil
person.

4.10What safeguardsarein place,for protecting data from unauthorizedaccesgencryption,
access control mechanisms, etc.) And to provide an audit trail (viewer logging, modification
logging,etc.)?

SPD are consumers of the information provided by the KCSO Air Unit and do not maintain tt
systems used to collect this information. The Maple Leaf Downlink site allows SPD to view tf
from the KCSO helicopters in rdgahe only. SPD doeshrecord or save any video or images

5.0Datastorage,retention anddeletion
5.1 Howwill data be securelystored?

The Maple Leaf Downlink site allows SPD to view the video from the KCSO helicoptersirirere
only. SPD does not record or save any video or images provided by this downlink.

Recordingsnadeby Guardiarhelicoptersassociatedvith SPDrallsfor serviceare requested
a4 OARS2 SOARSYOS FNRY GKS YAy3a [ 2dzyie
evidentiary or investigative purposes related to the investigation of a crime or missing
person.Theserecordingsare providedby the KCSQ@sdigital files consistent witfSPCPolicy
7.010governs the submission of evidence and requires that all collected evidence be
documented in a GO Report. PEPD Policy 7.090Photographic Evidencall video
evidence not produced by SPD employees is submitted to the SPD Evidence Unit. The
Evidence Unit stores the vidédoSPMa 9 @A RSY OS alyl 3SYSyid |

SPDpolicycontainsmultiple provisionsto avoidimproperlycollectingdata. SPCPolicy7.010
governsthe submissiorof evidenceand requireghat all collectecevidence belocumented
ina GO Report. PeBPD Policy 7.090Photographic Evidencall video evidence not
produced by SPD emplegs is submitted to the SPD Evidence Unit.
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5.2 Howwill the owner allow for departmentaland other entities, to audit for compliance
with legal deletion requirements?

{ t 5AQdit, Policyand ResearcliSectioAPRS3anconductanaudit of anysystem,including
DEMS, at any time. In addition, the Office of Inspector General and the federal monitor
access all data and audit for complianceaay time.

5.3What measureswill be usedto destroyimproperly collecteddata?

SPDpolicycontainsmultiple provisionsto avoidimproperlycollectingdata. SPCPolicy7.010
governsthe submissiorof evidenceand requireghat all collectedevidence balocumented in
a GO ReportSPD Policy 7.0%pecifically governs the collection and submission of
photogragphic evidence. Evidence is submitted to the Evidence Unit and associated with a
specificGeneral Offense Number

Additionally,SPDPolicy5.140forbids biasbasedpolicingandoutlinesprocessegor reporting
and documenting any suspected biagsed behavior, as well as accountability measures.

All SPDemployeesnustadhereto laws, Citypolicy,and DepartmentPolicy(SPCPolicy
5.007), and any employees suspected of being in violation of laws or policy or other
misconduct are subject to discipline, as outline&iD Policy 5.002

Perthe CJISSecurityPolicy:

Gpdy do 5AIAGEE aSRAI afehoy shill’sdnikizé, xhatys, oveyivitte & A a LJ2 & |
least three times or degauss digital media prior to disposal or release for reuse by
unauthorizedindividuals.Inoperabledigital mediashallbe destroyed(cut up, shreddedetc.).

The agency shall maintain wieh documentation of the steps taken to sanitize or destroy

electronic media. Agencies shatisurethe sanitizationor destruction isnvitnessedor carried

out by authorized personnel.

5.8.4Physicamediashallbe securelydisposedof whenno longer requiredusingformal
procedures. Formgroceduredor the secure disposal atestruction of physical media shall
minimize the risk of sensitive information compromise by unauthorized individuals. Physical
media shalbe destroyed by shredding or incineration. Agencies shall ensure the disposal or
destruction is witnessed or carried out by authorizell NB 2 Yy St ® ¢

5.4 Whichspecificdepartmental unit or individual is responsiblefor ensuringcompliancewith
data retention requirements?

Unit supervisors are responsible for ensuring compliance with data retention requiremel
within SPD. Audit, Policy & Research Section personnel can also conduct audits of all ¢
collectionsoftwareandsystemsAdditionally,anyappropriateauditor, includingthe Officeof
Inspector General and the federal monitor can audit for compliance at any time.

6.0 DataSharingand Accuracy
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6.1 Whichentity or entities insideand externalto the Citywill be data sharingpartners?
Videomaybe sharedwith outsideentitiesin connectionwith criminalprosecutions:
wSeattleCity! (1 (0 2 NIffi€ee Q &
wKingCountyProsecuting (i U 2 NJfii€ee Q a
wKingCountyDepartmentof PublicDefense
wPrivateDefenseAttorneys
wSeattleMunicipalCourt
wKingCountySuperiorCourt
wSimilarentitieswhereprosecutionisin Federabr other Statejurisdictions

Videomaybe madeavailableto requesterspursuantto the WashingtonPublicRecordsAct,
Chapter 4256 RCWat w! ¢ 0 d {t5 gAff LI & I LK AOI
disclosing to a requester. Individuals have the right to inspect criminal history record
information maintainedoy the department(RCW 10.97.03@GPDPolicy12.050. Individuals
can access their own information by submitting a public disclosure request.

6.2Why is data sharingnecessary?

Sharingof videoinformationmaybe necessaryor prosecutionor to complywith requests
pursuant to public records requests.

6.3 Arethere anyrestrictionson non-Citydata use?
YesH Nof

6.3.1if youansweredyes,provide a copyof the R S LI NJi pfdgefiiireand policiesfor
ensuring compliance with these restrictions.

Law enforcement agencies receiving criminal history information are subject to the
requirements of 28 CFR Part 20, ridung criminal justice information systems. In
addition, WashingtonStatelaw enforcementagenciesare subjectto the provisionsof
WAC 44620-260 (auditing and dissemination of criminal history record information
systems), andRCW Chapter 10.4Washington State Criminal Records Privacy Act).

Oncedisclosedn responseto PRArequest,there areno restrictionson non-Citydatause;
however, applicable exemptions will be applietbp to disclosure to any requestor who
is not authorized to receive exempt content.
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6.4 how does the project/technology review and approve information sharing agreements,
memorandumsof understanding,new usesof the information, new accesgo the systemby
organizations within City of Seattle and outside agencies?

Research agreements must meet the standards reflect&sPD Policy 12.05baw
enforcementagencieseceivingcriminalhistoryinformation are subjectto the requirements
of 28CFRPart K2 &S LJzN1J2aS AdG Aa aié2 | aadaNB
informationwhereverit appearss collected,stored,anddisseminatedn a

manner to ensure the accuraaypmpleteness, currency, integrity, and security of such
AYF2NXYEFEGAZ2Y FYR (2 LINRPGSOGU AYRAGARIzZ f L
enforcementagenciesre subjectto the provisionsof WAC446-20-260, and RCWChapter
10.97.

6.5 Explainhow the project/technology checkshe accuracyof the information collected.If
accuracy is not checked, please explain why.

Thevideorecordedby GuardianOneand GuardianTwo,includingthe videorecordedby the
FLIR camera system, isrgah YS @A RS2 NBO2NRSR RdzZNAy 3 (
enforcement or search and rescue event.

6.6 describeany proceduresthat allow individualsto accesgheir information and correct
inaccurate orerroneous information.

Individuals may request records pursuant to the PRA, and individuals have the right to
inspectcriminalhistoryrecordinformation maintainedby the department(RCW10.97.030
SPD Policy 12.0R0ndividuals can access their own information by submitting a public
disclosure request.

7.0 Legalobligations,risksand compliance

7.1 What specificlegalauthorities and/or agreementspermit anddefine the collectionof
information by the project/technology?

RCWR.73.090allowssound andvideoimagesto be recordedby camerasmountedin law
enforcement vehicles.

7.2 Describewhat privacytraining is providedto userseither generallyor specificallyrelevant
to the project/technology.

SP[Policyl2.050mandateghat all employeegeceiveSecurityAwarenesd raining(Level),
and all employees also receive City Privacy Training. All SPD employees must adhere {
City policy, and Department PolicgyKD Policy 5.0pImany of which contain specific privac
requirements. Any employees suspected of being in violation of laws or policy or other
misconduct are subject to discipline, as outline&iD Policy 5.002
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7.3 Giventhe specificdata elementscollected,describethe privacyrisksidentified and for
each risk, explain how it was mitigated. Specific risks may be inherent in the sources or
methods of collection, or the quality or quantity of information included.

The nature of thés SLIF NI YSy 1 Qa YAaairzy oAttt AYySOAi
information manymaybelieveto be private andpotentiallyembarrassinglnherentin video
obtainedfrom an aerialplatform suchasGuardianOneand GuardianTwowith FLIRcamera
systemss the risk that private information may be obtained about members of the public
Minimizing privacy risks revolve around disclosure of personally identifiable information
such activesisredactingreleased vide@ndinformationandby keepingdetailed recordsof
Fff AYTF2NXIGA2Yy NBESFaSR® LYF3ISa yR JA
considerecevidenceandthe sameprecautionsusedto protect other caseevidenceapplies.
SMC 14.12ndSPD Policy 6.08®A NS OG | ff {t5 LISNARA2YYSft i
AYVF2NXYLEGAZY O2yOSNYyAYy3 | LISNA2YQa &SEdz
religiousactivitiesmustbe for arelevantreasonandservea legitimatelaw enforcement
LJdzNIL JRAddBishdlly officersmusttake cared ¢ K ghytographingdemonstrationsor

other lawful political activities. If demonstrators are not actamy f I ¢ T dzf f € ¥ LJ
LIK2323aNI LK GKSY®E

Further,SPCPolicy5.140forbidsbiasbasedpolicingand outlinesprocessedor reportingand
documenting any suspected btaased behavior, as well as accountability measures.

7.4 1sthere any aspectof the project/technologythat might causeconcernby givingthe
appearance to the public of privacy intrusion or misusepdrsonal information?

Inherent in video obtained from an aerial platform such as Guardian One and Guardian
with FLIR camera systems is the risk that private information may be obtained about
members of the public. The FLIR camera system can po#gadtconcern to the public
aboutpotential for privacyintrusionbasedon the misconceptiorthat the cameracanrecord
people and objects inside homes and other structures. As seen in the provided screen
captures of FLIR recordings above, heat from hewmed other structures can be seen in th
imagebut the FLIRcameraon the Guardiarhelicopterscannot seethroughobstructionslike
walls and roofs.

8.0 Monitoring and enforcement

8.1 Describehow the project/technology maintainsarecord of any disclosuresoutside of the
department.

RetroactiveTechnologyRequest BySPD PrivacyimpactAssessmernt SurveillancémpactReport| KCS@Helicoptergpage 16


https://library.municode.com/wa/seattle/codes/municipal_code?nodeId=TIT14HURI_CH14.12COINLAENPU
http://www.seattle.gov/police-manual/title-6---arrests-search-and-seizure/6060---collection-of-information-for-law-enforcement-purposes
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing

Att 1-2023 Surveillance Impact Report: Forward Looking Infrared Ree Video (FLIR)
Vl1a

PerSPD Policy 12.08the Crime Records Unit is responsible to receive and record all

NBljdzSaGa aF2NJ DSYSNIf h¥FFSyasS wSLR2NIa ¥
SYyF2NOSYSyilG [3SyOrasSasz a ¢Sttt Fa FNRBY A
F2NJ LIMzoft AO RA&Of2adzNBS NB f233SR eased{t 5
subsequentlyn responseo subpoenassthen trackedthroughalog maintainedby the Legal
''YAUGD tdzof AO RAAOf 2a2dz2NE NBIldzSada | NE N
Response System, and responses to Public Disclosure Requests, indsplorgive records
provided to a requestor, are retained by SPD for two years after the request is complete

8.2 What auditing measuresare in placeto safeguardthe information, and policiesthat
pertain to them, as well as who has access to the audit data? Explain whether the
project/technology conducts setaudits, third party audits or reviews.

{t5Qa ! dzZRAGE t2fA0& | yR wSaS| NDOKinvéstgatieh 2
data collection software and systems, including DEMS. In addition, the Office of Inspect

Generalandthe federalmonitor canconductauditsof the software,andits use,at anytime.
Audit data is available to the public via Public Rec&eguest.

RetroactiveTechnologyRequest BySPLC Financialnformation| SurveillancédmpactReport| KCS@Helicoptergpage 17


http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---disclosure-of-department-records

Att 1-2023 Surveillance Impact Report: Forward Looking Infrared Ree Video (FLIR)
Vl1a

Financiallnformation

Purpose

Thissectionprovidesa descriptionof the fiscalimpactof the surveillancaechnology as
required by the surveillance ordinance.

1.0 Fiscallmpact

Providea descriptionof the fiscalimpact ofthe project/technologyby answeringthe questions
below.

1.1 Currentor potential sourcesof funding:initial acquisitioncosts.

Currentf] potentialf

Dateofinitial Dateofgo Directinitial ~ Professional Other Initial
acquisition live acquisition services for  acquisition acquisition
cost acquisition costs funding
source
NA
Notes:
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The Air Support Unit operates throughout King County and is available to assist the Se:
Police Department at no charge through the Puget Sound Regional Aviation Project, a
consortiummadeup of membersfrom & K S NaKicedin®#éng,SnohomishPierceandKitsap
counties as well as Seattle Police and Fire departments, Pierce County Fire Districts,
Washington State Patrol, the Pierce County Department of Emergency Management, St
Department of Ecology, Coast Guard, Navy, and the hNatidark Service.

1.2 Currentor potential sourcesof funding: on-goingoperating costs,includingmaintenance,
licensing, personnel, legal/compliance use auditing, data retention and securitysos

Currentf] potentialf

Annual Legal/compliance, Department IToverhead Annualfunding
maintenanceand audit, data overhead source
licensing retention and
other security
costs
Notes:
N/A

1.3 Costsavingspotential through useof the technology

Helicopter air support units can potentially cost $200,000 per year, per the Snohomish
County{ K S NJ¥fieeAiSupportUnit Budget{ t Sagréementallowingcostfree support
FNRY GKS YAy3 [ 2dzyieé { fefaeh themerd forrSPX th IS its!
own air unit.

1.4 Currentor potential sourcesof fundingincludingsubsidiesor free productsoffered by
vendors or governmental entities

{ t Sp&rcipationin the PugetSoundRegionalAviationProjectconsortiumallowscostfree
adzLILI2 NI FNRY GKS YAy3 [/ 2dzydieé {KSNATFTQa

Expertiseand References

Purpose

Thefollowinginformationis providedto ensurethat Councihasagroupof expertsto reference

while reviewing the completed dzZNISAf £ I yOS A YLI OG0 NBLIERZ2NI 0O06{ L w:
referencedmustbe made aware aheanf publicationthat their information haseenincluded.

All materials must be available for Council to access or review, without requiring additional

purchase or contract.

1.0 Other GovernmentReferences
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1.1 Pleasdist anyother governmentbodiesthat haveimplementedthis technologyand can
speak to the implementation of this technology.

Agencymunicipality,etc. Primarycontact Descriptionof currentuse
Auburn,WA PoliceDept
Bellevue, WAPoliceDept

Kent,WAPoliceDept

2.0AcademicsConsultantsand Other Experts

2.1Pleasdist any expertsin the technologyunder consideration,or in the technical
completion of the service or function the technology is responsible for.

Agencymunicipality,etc. Primarycontact Descriptionof currentuse

3.0White Papersor Other Documents

3.1 Pleasdist any authoritative publication, report or guidethat isrelevantto the useof this
technology or this type of technology.

Title Publication Link

"Today's Proceedings IEEE  https://ieeexploreieee
Thermal 31st Annual 1997  org.offcampus.lib.washingtoedu/document/626270
Imaging International

Systems: Carnahan

Background Conference on

and Security

Applications Technology(1997)

for Civilian

Law

Enforcement

and Military

Force

Protection."
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RacialEquity Toolkito & w @rd Engagemenfor Public
Comment Worksheet

Purpose

Departmentssubmittinga SIRare requiredto completean adaptedversionof the RaciaEquity
¢22f 1AG 6aw9c¢cénv Ay 2NRSNI G2V

1 Provide a framework for the mindful completion of the SIR in a way that is sensitive to the
historicexclusiorof vulnerableand historicallyunderrepresenteccommunities Particularly,
to inform the publicengagement efforts departments will complete as part of the
surveillance impact report.

1 Highlightand mitigateanyimpactson racialequity from the adoptionandthe useof the
technology.

1 Highlightand mitigate any disparateimpactson individualsor vulnerablecommunities.

1 Fulfillthe publicengagementequirementsof the surveillancampactreport.

Adaption of the RETor SurveillancdmpactReports

TheRETWwasadaptedfor the specificuseby the Seattleinformation Technologyp S LJF NI YSy (G & Q
0 & { S| (piivcgteam thé Officeof CivilRightsd ¢ h / wé 0 I téayi RenDédropna S

Seattle IT, Seattle City Light, Seattle Fire Department, Seattle Police Department, and Seattle
Department of Transportation.

RacialEquity Toolkit Overview

Thevision of the SeattleRaceand SocialJusticelnitiative isto eliminate racial inequityin the
community. To do this requires ending individual racism, institutional racism and structural
racism. The racial equity toolkit lays out a process and a spiastions to guide the
development, implementation and evaluation of policies, initiatives, programs, and budget
issues to address the impacts on racial equity.

1.0SetOutcomes

1.1. Seattle City Council has defined the following inclusion criteria in the sufaece
ordinance,andthey serveasimportant touchstonesfor the risksdepartmentsare being
asked to resolve and/or mitigate. Which of the following inclusion criteria apply to this
technology?

A Thetechnologydisparatelyimpactsdisadvantagedroups.

A Thereisahighlikelihoodthat personallyidentifiable informationwill be sharedwith non-
City entities that will use the data for a purpose other than providing the City with a
contractually agreedipon service.

A Thetechnologycolectsdatathat ispersonallyidentifiableevenif obscured de-identified, or
anonymized after collection.
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'H Thetechnologyraisesreasonableconcernsaboutimpactsto civilliberty, freedomof speech
or association, racial equity, or social justice.

1.2 What arethe potential impactson civil liberties through the implementation of this
technology? How is the department mitigating these risks?

Inherent in video obtained from an aerial platform such as Guardian One and Guardian
with FLIR camera systems is the risk that private informatiay be obtained about 3rd
parties. While the FLIR camera system can detect and record heat sources inside some
structures, it is not able to peer inside homes or other buildings. Though the high definit
color cameras mounted on the KCSO helicopteablis to discern individual characteristics,
the FLIR camera system video does not capture even the most generic of identifiable
individualcharacteristicsuch agace,age,or gender. Thebelowimageisan exampleof how
individuals are seen by theLIR system and the color cameras.

ThisFLIRmageshows5 officersand onepolice K9 approaching suspecto is crouched
downunderatree. Thelight color of the officersdoesnot showskintone but rather the
amount of heat they are giving off.

1.3What arethe risksfor racial or ethnicity-basedbiasthrough eachuseor deploymentof
this technology? How is the department mitigating these risks?
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The mission of the Seattle Police Department is to prevent crime, enforce the law, and
support quality public safety by delivering respectful, professional and dependable polic
services. A potential civil liberties concern is that the SPD wouldsawgeil vulnerable or
historically targeted communities, deploying Guardian One to diveesghborhoods more
often than to other areas of the Cit$sPD Policy 5.140rbids biasbased policing and
outlinesprocessedgor reportinganddocumentingany suspectediasbasedbehavior,aswell
asaccountabilitymeasuresDeterminingeventsin whichaerialsupportwould be beneficialis
based on the particular event situation and the availability of the King County Air Suppo
Unit.

1.4Wherein the Cityisthe technologyusedor deployed?
'H all Seattleneighborhoods

n Ballard N Southeast

A North A Delridge

N Northeast N GreaterDuwamish

n Central i Eastdistrict

i Lakeunion A Kingcounty (outsideSeattle)
N Southwest N OutsideKingCounty.

If possiblepleaseincludeanymapsor visualization®f historicaldeployments use.
N/A

1.4.1What arethe racialdemographicsf thoseliving in this areaor impactedby
these issues?

City of Seattle demographics: Whit€9.5%; Black or African American.9%; Amer.
Indian & Alaska Native0.8%; Asian 13.8%; Native Hawaiian & Pacific Islande#;
Otherrace- 2.4%;Twoor moreraces- 5.1%;Hispanicr Latinoethnicity (of anyrace):
6.6%; Persons of color: 33.7%.

King County demographics: Whit&0.1%; Black or African Americas.7%;
Americanindian& AlaskarNativeg 1.1%;Asian NativeHawaiian Pacifidslanderg
17.2%; Hispanic or Latino (of any rag&®.4%

1.4.2How are decisions made where the technology is used or deployed? How does
the Departmentwork to ensurediverseneighborhoads are not specificallytargeted?
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Determining events in which aerial support would be beneficial is based on the
particulareventsituationandthe availabilityof the KingCountyAir SupportUnit. SPD
Policy 16.060 King County Sheriff's Office Air Support B FAy Sa {t 5¢
the use of this technology.

1.5How do decisions around data sharing have the potential for disparate impact on
historically targeted communitiesWhat isthe departmentdoingto mitigate thoserisks?

The Aspen Institute on Community Change defines structural racigmXakJdzo f A O L
institutional practices, cultural representations and other norms [which] work in various,
often reinforcingwaysto perpetuate raciagroupA y S |j dxatas@adnghasthe potential to
be a contributing factor to structural racism arfilis creating a disparate impact on
historicallytargetedcommunities.In an effort to mitigate this possibility, SPChasestablished
policies regarding the dissemination of data in connection with criminal prosecutions,
Washington Public Records ACthlapter 42.56 RC)Vand other authorized researchers.

Further,SPCPolicy5.140forbidsbiasbasedpolicingand outlinesprocessedor reportingand
documenting any suspected btaased behavior, as well as accountability measures.

Information collected by Guardian One and Guardian Two camerasdinglthe FLIR
camerasystem,is sharedonly with outsideentitiesin connectionwith criminalprosecutions
or in compliance with public records requests pursuant to the Washington Public Recor
Act,Chapter 4256 RCWat w! € 0 {t5 gAftf I LI & | LIIX A
disclosing to a requester.

1.6 How do decisions around data storage and retention have the potential for disparate
impacton historically targeted communities?What is the department doingto mitigate those
risks?

Like decisions around data sharing, data storage and retention have similar potential for
disparate impact on historically targeted communiti€2D Policy 5.146rbids biasbased
policingandoutlinesprocessedgor reportinganddocumentingany suspectediasbased
behavior, as well as accountability measures.

1.7 What are potential unintended consequences (both negative and positive potential
impact)?What proactivestepscanyou can/ haveyou takento ensuretheseconsequences
do not occur.

Themostimportant unintendedpossibleconsequenceelatedto the continuedutilizationof the
YAY3 [ 2dzyie {KSNAFFTQa hFTFFAOS | ANJI { dzLJLJ2 NI
out of policy misuse of the technology to improperly surveil the publi® f#ticies, including
SPD Policy 16.06King County Sheriff's Office Air Support dutlines the way in which
SPD may utilize air support for patrol and specialized missg&#iS.Paly 6.060 Collection
of Information for Law Enforcement Purposaso defines the way information will be

3 §KSNBR o0& {t5 IyR aidldSazs GAYF2NXNI (A
does not unreasonably infringe upon: individual rights, liberties, and freedoms guarante
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by the Constitutionof the United Statesandthe Stateof Washingtonjncludingfreedomof
ALISSOKIEZ LINBaaz Faaz2zO0OAldAaz2ys FyR aaSvyot

2.0PublicOutreach
2.1 Scheduledoublic meeting(s).

Meeting notes, sigiin sheets, all comments received, and questions from the public will be

includedin AppendixA-C.Commentanalysiswill be summarizedn section3.0 PublicComment
Analysis.

Meeting 1
Location WebexOnlineEvent
Date October28", 2020
Time 12 pm¢ 1 pm
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3.0PublicCommentAnalysis

3.1 Demographicof the publicwho submitted comments.

Number of Comments Virtual Public Meeting Attendees Gender of Public Comment Respondents
Received

38 15

Age Count of Public Comment Respondents

24
20
Q
10
0
18-44

Gender
17 (45.95%) @Female

@ Male
@ Prefer not to identify

11 29.73%)
Comments Per Technology
| SPD: Forward Looking Infrared Real-Time Video (FLIR)

| 27

‘ SPD: Video Recording Systems

a8

3 » 6
N ——
Prefer not to identify &5+ 45-64 | SPD: Situational Awareness Cameras Without Recording
Age Range | 5

Neighborhood of Public Comment Responde

West Seattle Capitol Hill Prefer rot to (dentify Greenwoud / Phifney South Lakes Unlon /- | North m. | King
3 2
Ballar Central District Northeast
2 1
Cotinbia ity
7 & 4 3 2 1

3.2Whatconcernsjf any, do youhaveabout the useof this technology?

ASU manual doesn t add ressed will used SUTVE | | |a.nCE requested data people

SPD KCSO ASU u Se concerns teChn0|ogy surveil pUb“C

SPD manual doesn S technology will used protesters

3.3Whatvalue,if any, do you seén the useof this technology?

value.wss SPD puvic NONE ce.... technology use

3.4Whatdo you want Cityleadershipto consider aboutthe useof this technology?
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use tEChnU|Ugy SPD manual doesn S equipmentWI” surveillance

techno |0gywam SPD City leadership consider USE€
ASU data KCSO ASU pUbI I C City leadership C|ty manual doesn t leice

3.5 Doyou haveanyother comments?

Provide Subject Matter Expert Meeti NQ use technology dayS technologies use pUbl iCt
te ChnOI 0 g| €S public engagement

public engagement meetings oo
G rOU p comment period closes tlme City pUb“C comment

provide answers JUESTIONS keast week PUblIC cOmment period spo

4.0Responséo PublicComments

4.1 Howwill you addressthe concernghat havebeenidentified by the public?

TheOlGhasaudit responsibilitiegor determininglegalityof the systemand deployment.

5.0 Equity AnnualReporting

5.1 What metrics for this technology be reported to the CTO for the annual equity
assessments? Departments will be responsible for sharing their own evaluations with
departmentleadership,changeteam leads,and communityleadersidentified in the public
outreach plan.

Respondere.
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Privacyand CivilLibertiesAssessment

Purpose

This section shall be completed after public engagement has concluded addpghement
hascompletedthe racialequity toolkit sectionabove.Theprivacyandcivil libertiesassessment
Ad O2YLX SGSR o0& (KS O2YYdzyAde adz2NBSAttlIyOS 42
surveillance ordinance which states that the working grouplshal

Gt NEGARS G2 G(KS SESOdziA®S FtyR GKS [/ Aade [
assessment for each SIR that must be included with any departmental request for surveillance
technology acquisition or tase approval. The impact assessment shall decla description of
the potential impact of the surveillance technology on civil rights and liberties and potential
disparate impacts on communities of color and other marginalized communities. The CTO shall
share with the working group a copy of the SiRttshall also be posted during the period of
public engagement. At the conclusion of the public engagement period, the CTO shall share the
final proposed SIR with the working group at least six weeks prior to submittal of the SIR to
Council for approvalThe working group shall provide its impact assessment in writing to the
executive and the City Council for inclusion in the SIR within six weeks of receiving the final
proposed SIR. If the working group does not provide the impact assessment beforemsech ti
the working group must ask for a tweeek extension of time to City Council in writinff.the
working group fails to submit an impact statement within eight weeks of receiving the SIR, the
department and City Council may proceed with ordinance approvighout the impact
aGlraSyYSyiaosg
Working GroupPrivacyand CivilLibertiesAssessment

From: Seattle Community Surveillance Working Group (CSWG)
To: Seattle City Council
Date: Dec 15, 2020

Re: Privacy and Civil Liberties Impact Assessment for Forward Looking Infrared i King CountySher i f f 6s
Office Helicopters

Executive Summary

The CSWG has completed its review of the Surveillance Impact Reports (SIRs) for the three surveillance

technologies included in Group 3 of the Seattle Surveillance Ordinance technology review process. These

technologies are Forward Looking Infrared, Video Recording Systems, and Situational Awareness

Cameras Without Recording. This document is the CSWGOs
AssessmentforFor ward Looking Infrared (FLIR) technology used
(KCSO) helicopters as set forth in SMC 14.18.080(B)(1), which we provide for inclusion in the final SIRs

submitted to the City Councils.

This document first provides our recommendations to Council, then provides background information, key
concerns, and outstanding questions regarding FLIR technology as used with KCSO helicopters.
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Our assessment of FLIR technology and KCSO Helicopters as used by Seattle Police Department (SPD)
focuses on three major issues:

1. Additional policy language is necessary to define valid purposes of use.

2. There are inadequate policies regarding data collection and unclear policies regarding data storage
and protection.

3. There are inadequate policies and processes to ensure that communities of color and other
historically over-policed communities are not targeted.

Recommendations

The Council should adopt clear and enforceable rules that ensure, at the minimum, the following:

1. The purpose and allowable uses of FLIR technology and K C S Ol@elkcopters must be clearly defined,
and any SPD use of KCSO6s helicopters and FLIR techn:
technologies must be restricted to that specific purpose and those allowable uses.

2. SPD must be prohibited from using FLIRtechnolo gy and KCSO6s helicopters to d
surveil communities of color and other historically over-policed communities, and must adopt policies
and processes to ensure it is not targeting such communities.

3. SPD must be required to redact or delete information collected that may compromise the privacy of
individuals not related to a specific investigation of search that is restricted by the purpose of use.

4. SPD must be required to produce a publicly available annual report detailing its use of FLIR
technology and KCSO helicopters. This report must include at a minimum, details on how SPD used
the data collected, the amount and types of data collected, for how long data were retained and in
what form, where the data are stored, and the neighborhoods over which KCSO helicopters and/or
FLIR technology were deployed.

Key Concerns

1. There are inadequate policies defining purpose of use. The policies cited in the SIR do not
impose meaningful restrictions on the purpose for which SPD may request that KSCO helicopters and
FLIR technology be used. Policy 16.060 i King County Sh e r i f f AirsSup@drt f{Jnittsenply states
that AGuardian One offers air support for patrol and
offers air support for special operations such as search and rescue (SAR) and tacticalmi s si Thiss . 0
policy only describes the process by which SPD may requ
but does not state the specific purposes for which SPD may or may not do so. Section 4.9 of the SIR*
states that SPD may request video from KCSO6s Air Uni

Shttp://www.seattle.gov/policenanual/title 16--patrotoperations/16060-king-countysheriffsoffice-airsupport
unit

4 http://www.seattle.gov/Documents/Departments/Tech/Privacy/FLIR%20
%20KCS0O%20Helicopters%20Public_ Engagement%20 S| iRamyHl 2
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specifici nv e s t ibud doesinat spécify the types of investigations for which SPD may request
data from KSCO or how it is determined if such data is necessary and pertinent.

2. There are inadequate policies restricting data collection. The policies cited in the SIR do not
place any restrictions on the amount or types of data SPD may request from KCSO.

3. ltis unclear if and how SPD protects the privacy of individuals unrelated to an investigation.
The SIR does not include any policies regarding how it redacts or deletes information. At the October
28 public engagement meeting, SPD officers did not provide an answer to the question of whether
and how it redacts or deletes information collected that may compromise the privacy of individuals
unrelated to an investigation.

4. ltis unclear how data collected are stored and protected. SPD stated at the October 28 public
engagement meeting that it is unaware of how long KCSO retains still images and recordings
obtained when assisting SPD. While SPD officers stated that SPD stores video requested from KCSO
in its Digital Evidence Management System (DEMS)d not Evidence.com, this is not made clear within
the SIR. Additionally, SPD officers <remiseorot answer wl
Software-as-a-Service (SaaS) deployment.

5. The SIR does not provide the dates and neighborhoods over which KCSO helicopters and
FLIR technology have been deployed. Though the SIR states that there have been 45 deployments
of Guardian One to support SPD in 2018, the SIR does not include an analysis of the locations of
those deployments.> Additionally, SPD declined to state the neighborhoods over which the
helicopters had been deployed during the October 28 public engagement meeting. It is important that
SPD include this information in the Racial Equity Toolkit section of the final SIR in order to address
the foll owing questions in Section 1.4.2: fAHow are d:¢
deployed? How does the Department work to ensure diverse neighborhoods are not specifically
targeted?o

Outstanding Questions

- What are the registration and/or tail numbers for each helicopter?

- In 2019 and 2020, did the KCSO Air Support Unit have any additional helicopters aside from the three
listed in the SIR?

- How long does KCSO retain still images and recordings attained when assisting SPD?

- Is S P D Digital Evidence Management System (DEMS) an on-premise deployment or is it Software-
as-a-Service?

- Has SPD ever requested KCSO ASU services or obtained dataf r o m K @Ge8o0pgiess and/or FLIR
technology to surveil protesters?

- What are the neighborhoods over which K S C Ol@ekcopters have been deployed?

The answers to these questions can further inform the content of any binding policy the Council chooses
to include in an ordinance on this technology, as recommended above.

5 http://www.seattle.gov/Documents/Departments/Tech/Privacy/FLIR%20
%20KCSO%20Helicopters%20Public_ Engagement%20S|RagH9

6 http://www.seattle.gov/Documents/Departments/Tech/Privacy/FLIR%20
%20KCSO%20Helicopters%20Public_ Engagement%20S! Rau23
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CTCOResponse
Memo

To: SeattleCityCouncil
From: SaadBashir

Subiject: CTCResponsto the SurveillancéVorkingGroupForwardLookingnfraredReaiTime
Video (FLIR) SIR Review

Purpose

Asprovidedin the Surveillance Ordinanc&MC14.18.080this memooutlinesthe ChiefTechnology
h F T A& SiNIeshédnseto the SurveillancéNorkingGroupassessmenon the Surveillancémpact
WSLI2NI F2N {SFHddGdtS t2tA0S 58S LImMeNiNes (FLiR).a C2NB I NR [ 2:

Background

The Information Technology Department (ITD) is dedicated to the Privacy Principles agitia®ap/
Ordinanceobjectivesto provideoversightandtransparencyaboutthe useandacquisitionof specialized
technologies with potential privacy and civil liberties impad@$.City departments have a shared
mission to protect lives and property whitalancing technology use and data collection with negative
impacts to individualsThis requires ensuring the appropriate use of privacy invasive technologies
through technology limitations, policy, training and departmental oversight.

The/ ¢ hr@dehin the SIRprocesshasbeento ensurethat all Citydepartmentsare compliantwith the
Surveillanceérdinance requirementsAs partof the reviewwork for surveillancéi SOKy 2f 23ASaz L ¢
Privacy Office has facilitated the creation of the Surveillance ¢iriRaport documentation,

including collecting comments and suggestions from the Working Group and members of the public

about these technologies. IT and City departments have also worked collaboratively with the Working

Groupto answeradditionalquestionsthat cameup duringtheir reviewprocess.We believethat policy,

training and technology limitations enacted by SPD and Council oversight through the surveillance

technology review process provide adequate mitigation for the potential privacy
andcivillibertiesconcerngaisedby the WorkingGroupaboutthe useof this important operational

technology.

Technology Purpose

TheKingCounty{ K S NJfi¢etKQ@&O)ABupportUnitisthe onlyfull-time rotary-wing law
enforcementaviationunit in WashingtorState. Threeseparatehelicopters,one Bell206B3helicopter,
oneUH1HAG | dzSBdbre Bell407,0perateasGuardianOneand GuardianTwo. TheAir SupportUnit
operatesthroughoutKingCountyandis availableto assisthe SeattlePoliceDepartmentat no charge
throughthe PugetSoundRegionalviationProject,a consortiummadeup of membersfrom & K S NJ&
officesin King,SnohomishPierceandKitsapcountiesaswell asSeattlePoliceandFiredepartments,
PierceCountyFireDistricts, WashingtorStatePatrol,the Departmentof EmergencyManagemenin
PierceCounty the WashingtonStateDepartmentof EcologyCoasiGuard,Navy,andthe NationalPark
ServiceGuardianOneoffersair supportfor patrol andspecializegolicemissionsGuardianTwooffers
supportpredominatelyfor searchandrescue.Thesehelicoptersare equippedwith colorandforward
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lookinginfrared (FLIRtamerasand 30 million-candlepower spotlightsthat enablethe locationof
suspects or disaster victims in darkness or environmental cover.

Working Group Concerns
In theirreview, the Working Group has raised concerns about these devices being used in a privacy

impactingway. Theirreviewfocusedon concernsabout usespecificatiorandrestriction,data collection,
storage and protection, and potential privaicgpacts.

Recommended Next Steps

I look forwardto workingtogetherwith Counciland Citydepartmentsto ensurecontinuedtransparency
about the use of these technologies and finding a mutually agreeable means to use technology to
improve Cityservices while protecting the privacy and civil rights of the residents we serve. Specific
concerns in the Working Group comments about cameras are addressed in the attached document.
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Response to Specific Concerns: Forward Looking Infrared Real-Time
Video (FLIR)

Concern:Policiesdefiningvalid purposeof use

CTO AssessmerBPD Policy 16.06RingCounty Sheriff's Office Air Support Ugaverns and outlines

the use cases and approval process for officers to request air support at the discretion of the King

| 2dzyié {KSNAFFTQA hFTFAOSOSLODI¥V¥28dzKIF FASaE&KSYy YA y@ALl
office usepolicies,SPChasoutlinedtheir own policiesabout useof the imagesandvideoobtainedfrom

the Air Support Unit operation of the aircraft. The associated SIR responses are clear and provide

adequate transparency and policy guidance about technology use. Details are provided below:

SIRResponse:

Section2.6 SAONAGS K2g (GKS LINP2SOG 2NJ dz&aS 2F (GSOKy2f
The mission of the Seattleolice Department is to prvent crime, enforce théaw, and support

quality publicsafetyby deliveringrespectful professionaland dependablepoliceservicesKing

[ 2dzyGé {KSNAFFQE ! ANJ {dzZLILIR2 NI ' yAG &dzlL2 NI & (KA &
specializegolicemissionsandsearchandrescueoperationswhen aerialoperationswould benefit

the SPD resources on the ground.

Section3.1 Describehe processeshat are requiredprior to eachuse,or accesso/ of the project/
technology, such asmotification, or checkn, checkout of equipment.

Per SPD Policy 16.080ng County Sheriff's Office Air Support Unit, when Guardian One is
operational,the unit monitors SPDradio andadvisesSPBDCommunicationsvhenthey are available
to assistduring active calls faervice. SPDofficersmayalso request aisupport assistancdirectly
to GuardianOneor through SPDCommunicationsd IGiiardianOneis off-duty, but their assistanct
isrequiredfor a policeoperation,asergeantwill screenthe requestand coordinatewith

I 2 YYdzy A Olftliekrésgoad é&in SPDrall, GuardiarOneand GuardianTwoare documented
as responding resources in tlEAD event by SPD Communications.

Section3.2Listthe legalstandardsor conditions,if any,that mustbe met before the project/
technology is used.

While no legal standards must be met prior to use of the technology, there are conditions and
policygoverningstandardoperatingprocedurefor SPDTheKingCounty{ K S NJ¥fieeRAiSpport

Unit monitors SPD radio frequencies and offers assistance to SPD based on availability and
appropriateness ofesponse SPPolicy16.060-KingCountySheriff's OfficAir SupportUnit states

that patrol officers may request support from the Air Support Unit during an incident where it is
determined air support would be beneficial, such as when there is a safety concern. When the Air
Support Unit ioff duty the request must be screened by sergeant or higher ranked personnel.
During2018,GuardianOneresponded5 timesto SPDevents.GuardianTwodid not respondedo

any SPD calls during 2018.
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Concerninadequatepoliciesrestricting data collection

CTO Assessmernformation or video provided by the KCSO Air Support Unit comes after a request

from SPD regarding a specific event or timestamp that may be necessary for an investigation. Once any
relevant footage is provide> (G KS @ARS2 Aa (GNBFGSR a SOARSYOS Ay
policy on video evidence storage, including SPD Policy 7.090 and Policy 7.010. It is our assessment that

SPD has adequate controls and policies in place to limit use andticoile€data to appropriate
emergencysituationsandaccessy authorizedindividuals.Detailsregardingthis are providedin the SIR

responses referenced below:

SIRResponse:

Sectiod.2Whatmeasuresarein placeto minimizeinadvertentor improper collectionof data?

TheKCS®elicoptersandonboardFLIRechnologyrespondonlyto SPDemergencyeventsin which

air supportis beneficial SPDonly receivesandaccesses informatioftom the KCSO helicopters that

is relevant to thancidents to which Guardian One or Guardian Two have responded. The video is
requested as evidence from King County and stored using existing video evidence storage policies
including SPD Policy 7.0éBhotographic Evidence.

Sectiond.7Howwill datathat is collectedbe accesse@ndby whom?

The only information relayed to SPD during the Unit operation is radio transmission from the Air
SupportUnit. Thoughthe KCSMelicoptershaveareal-time microwavevideodownlinkcapableof

transmitting video of ongoing events to units on the ground, SPD does not utilize this function.
Recordings made by Guardian helicopters associated with SPD calls for service are regularly
NBljdzZSaidSR a @ARS2 S@OARSYyOS indfludBgFLIR WdBo istmeededl / 2 dzy
for evidentiaryor investigativepurposes.Theserecordingsare providedby the KCS@n highquality
evidencegrade DVD.SPD Policy 7.010governs the submission of evidence and requires that all
collectedevidencebe documentedin a GOReport.PerSPCPolicy7.090¢Photographicvidenceall

video evidence not produced by SPD employees is submitted to the SPD Evidence Unit. The SPD
Evidence Unit stores the video in the Digital Evidence Management System (DHRISNg

[ 2dzyié@ {KSNAFFTFQa hFFAOS ! AN {dzZLJILR NI ! yAd R2Sa N
occasionally does release these recordings to the public, including video posted on their YouTube
channel.

ConcernUnclearhow data collectedis stored and protected

CTO AssessmenDnce the relevant data has been acquired from KCSO, the information is treated
according to SPD Policy 7.010 on documenting and storing collected evidence in relation to an
investigation. Additionally, SPD Policy 7.090 govermsqugraphic evidence and its submission into the
Cllgertified DigitalEvidenceManagementSystemlt is our assessmenthat SPChasappropriatepolicy

in place, follows appropriate data storage security measure, and have clearly stated data sharing
partners and practices. Details are provided in the SIR responses listed below:

SIRResponse:
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Section5.1 Howwill databe securelystored?

Recordings made by Guardian helicopters associated with SPD calls for servécpiasted as
videoevidencefrom the KingCounty{ K S NJffieefirlddingFLIR/ideois neededfor evidentiary
or investigativepurposegelatedto the investigationof a crimeor missingoerson.Theserecordings
are providedby the KCS®@n highquality evidencegradeDVD.SPCPolicy7.010governsthe
submissiorof evidenceandrequiresthat all collectedevidencebe documentedin a GOReport.Per
SPD Policy 7.09Photographic Evidence, all video evidence not produced byeSRibyees is
submittedto the SPCEvidencdJnit. TheSPLCEvidenceJnit storesthe videoin the DigitalEvidence
ManagemenSystem(DEMS)SP Dpolicycontainsmultiple provisiongo avoidimproperlycollecting
data.SPCPolicy7.010governsthe submissiorof evidenceandrequiresthat all collectedevidence
be documented in a GO Report. Per SPD Policy ¢PB&tographic Evidence, all video eviden
not produced by SPD employees is submitted to the SPD Evidence Unit. The SPD Evidenc
storesthe video in the CJIS certified Digital Evidence Management System (DEMS).

Section6.1 Whichentity or entitiesinsideand externalto the Citywill be datasharingpartners?

No person,outsideof SPDhasdirect accesgo the videoinformation providedto SPLby the KingCounty
Air Unit once it has been received by SPD. Video may be shared with outside entities in connection with
criminal prosecutions:

f SeattleCity! (i (i 2 NOffie Qa

KingCountyProsecuting (0 G 2 NOffi€ee Q a
KingCountyDepartmentof PublicDefense

PrivateDefenseAttorneys

SeattleMunicipalCourt

KingCountySuperiorCourt

Similarentitieswhere prosecutionis in Federalor other Statejurisdictions

=A =4 -4 4 -8 -9

Videomaybe madeavailableto requesterspursuantto the WashingtonPublicRecordsAct, Chapter

nH®Ppc w/2064tw! é0d {t5 gAft I LILXe& | LIWXAOLotS SESYL
Individuals have the right to inspect criminal history record information maintained by the department
(RCWL0.97.0®, SPPolicyl2.050).Individualscanaccesgheir own information by submittinga public

disclosure request.

ConcernUnclearhow SPDprotects privacyof individualsunrelatedto aninvestigation

CTO AssessmerBPD only retrieves video evidence from the KCSO helicopters that is related to an
ongoinginvestigation.Oncethe relevantdatahasbeenacquiredfrom KCSQthe informationis treated
according to SPD Policy 7.010 on documenting and storing collected evidence in relation to an
investigation. AdditionallySPD Policy 7.090 govepisotographicevidenceand its submission into the
CJIS certified Digital Evidence Management System.

SIRResponse:

Sectiod.2Whatmeasuresare in placeto minimizeinadvertentor improper collectionof data?
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TheKCS®ielicoptersandonboardFLIRechnologyrespondonlyto SPDemergencyeventsin which

air supportis beneficial SPDonly receivesandaccesses informatioftom the KCSO helicopters that

is relevant to theéncidents to which Guardian One or Guardian Two have responded. The video is
requested as evidence from King County and stored using existing video evidence storage policies
including SPD Policy 7.08Bhotographic Evidence.

Sectionb.3Whatmeasurewill be usedto destroyimproperlycollecteddata?

SPDpolicycontainsmultiple provisiongo avoidimproperlycollectingdata. SPOPolicy7.010governsthe
submission of evidence and requires that all collected evidence be documented in a GO Bep

Policy 7.090 specifically governs the collection and submission of photographic evidence. Evidence is
submitted to the Evidence Unit and associated with a specific GO Number and investigation.

Additionally,SPCPolicy5.140forbids biasbasedpolicingandoutlinesprocessegor reportingand
documenting any suspected biassed behavior, as well as accountability measures.

All SPD employees must adhere to laws, City policy, and Department Policy (SPD Policy 5.001), and any
employeessuspectedf beingin violationof lawsor policyor other misconductare subjectto discipline,
as outlined in SPD Policy 5.002.

Perthe CJISsecurityPolicy:

a p PDigadMedia Sanitizatiorand Disposallheagencyshallsanitize that is, overwrite at leastthree
times or degauss digital media prior to disposal or release for reuse by unauthorized individuals.
Inoperabledigitalmediashallbe destroyed(cut up, shredded etc.). Theagencyshallmaintainwritten
documentation of the stepsaken to sanitize or destroy electronic media. Agencies shall ensure the
sanitization or destruction is witnessed or carried out by authorized personnel.

5.8.4 Disposal of Physical Media Physical media shall be securely disposed of when no longer required,

using formal procedures. Formal procedures for the secure disposal or destruction of physical media
shallminimizethe risk of sensitiveinformation compromiseby unauthorizedndividuals Physicaimedia

shall be destroyed by shredding or incineration. Agjes shall ensure the disposal or destruction is
gAlGySaasSR 2N OF NNASR 2dzi o0é& |dziK2NAT SR LISNE2YyYy St o
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ConcernNo datesor locationsof deploymentsof technology

CTO Assessmerithe SIR identifies the number and most commdeployment types of the KCSO
helicoptersandthe table belowoutlinesadditionaldata availablefor GuardianOnedispatchesn 2018.

SPLPolicy 16.066King County Sheriff's Office Aupport Unitlgovernsand outlines the use cases and

approval process fasfficers torequest air support athe discretionoftheKing/ 2 dzy i@ { KSNAFTTFQa
It isour assessmerthat while SPD cannot changfee King County Sherffd  2u3ePdliceS, SPD has

outlined their own policies about use of the images and video obtained from the Air Support Unit

operation of the aircraft.

Guardian One Dispatches by Month and Precinct

EAST
NORTH 2
SOUTH 3
SOUTHWEST 1 1 1 1
WEST 1 1 1 1
OUTSIDE SEATTLE 1

SIRResponse:

woWw s
)
|
)

w

Sectiod.3Howandwhenwill the project/ technologybe deployedor used?Bywhom?Who will
determine when the project / technology is deployed and used?

PerSPPolicy16.060- KingCountySherif's Office AirSupport UnitwhenGuardianOne isoperational,

the unit monitors SPD radio and advises SPD Communications when they are available to assist during
active calls for service. SlBBicersmay also request air support assistance dietd Guardian One or
throughSPDCommunicationsTheSPDpolicystates,a IGwardianOneis off-duty, but their assistanceés
required for a police operation, a sergeant will screen the request and coordinate with

I 2YYdzyAOF GA2yadé |Diali@&dan Qi andigyaRianiT®o areyocfintented as
responding resources in the CAD event by SPD Communications.

The most common type of event in which Guardian One participated with SPD in 2018 was Robbery (8
events), followed by Automotivencludingtheft and recovery (7 events), Assault (6 events), and

Burglary (6 events). Other event types include Domestic Violence, Kidnapping/Abduction, Prowler,
TrafficViolations,WarrantServicesWeaponspPersonincludingmissing found, and runaway,Suspicious
Person/Object, and Theft.

Sectiod.4Howoften will the technologybe in operation?

The Air Support Unit operates six days per week and averages 1200 hours of flight time annually. In
2018,GuardianOnerespondedo 45 SPDevents.GuardianTwodid not dispatchto any SPDrallsfor
service.
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AppendixA: Glossary

Accountable:(taken from the racial equity toolkitResponsive to the needs and concerns of
thosemostimpactedby the issuesyou are workingon, particularlyto communitiesof colorand
those historically underrepresented in the civic process.

Communityoutcomes:(takenfrom the racialequitytoolkit.) Thespecificresultyouare seeking
to achieve that advances racial equity.

Contracting equity(taken from the racial equity toolkit.) Efforts to achieve equitable racial
outcomesin the waythe Cityspendsresourcesjncludinggoodsandservices, consultantsand
contracting.

DON:d RS LI NafiyYSSAYAIK 0 2 NK2 2 Ra @€

Immigrant and refugee access to servic¢sken from the racial equity toolkit.) Government
servicesandresourcesare easilyavailableandunderstandableo all Seattleresidents,ncluding

non-native English speakers. Full and active participation of immigrant and refugee
O2YYdzyAlASa SEAaGaAa Ay {SrHadtSQa OABAOI SO2y2Y
Inclusive outreach and public engagemeiitaken from the racial equity toolkit.) Bcesses

inclusive of people of diverse races, cultures, gender identities, sexual orientations and socio

economicstatus.Accesgo information, resourcesandcivicprocessesocommunitymembers
can effectively engage in the design and delivery of psligices.

Individualracism:(takenfrom the racialequity toolkit.) Prejudgment,bias,stereotypesabout
an individual or group based on race. The impacts of racism on individuals including white
people internalizing privilege, and people of color im&izing oppression.

Institutional racism:(takenfrom the racialequity toolkit.) Organizationaprograms policiesor
procedures that work to the benefit of white people and to the detriment of people of color,
usually unintentionally omadvertently.

OCRG h TOICKIFA IK(G A DE

Opportunity areas:(taken from the racial equity toolkit.) One of seven issue areas the City of
Seattle is working on in partnership with the community to eliminate racial disparities and
createracialequity. Theyinclude:education,health,communitydevelopment,criminaljustice,
jobs, housing, and the environment.

Racialequity: (takenfrom the racialequitytoolkit.) Whensocial,economicand political
opportunities are not predicted based uporLdS NB 2 y Q& NJ OS o
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Racialinequity: (takenfrom the racialequity toolkit.)

2 KSYy | LIS NhE@edi€ theirNdci@,S Ol vy
economic, and political opportunities and outcomes.
REY & NhudyliRret 1 Al¢

Seattle neighborhoods(taken from the racial equity
toolkit neighborhood.) Boundaries defined for the
purposeof understandinggeographi@reasin Seatte.

Stakeholders{taken from the racial equity toolkit.)
Those impacted by proposed policy, program, or
budget issue who have potential concerns or issue
expertise. Examples might include: specific
racial/ethnic groups, other institutions like Seattle
housing authority, schools, communibased
organizationschangeeams,Cityemployeesunions,
etc.

Structuralracism:(takenfrom the racialequity toolkit.)
The interplay of policies, practices and programs of
multiple institutions which leads to adverseitcomes
and conditions for communities of color compared to -
white communities that occurs within the context of B “Avee Siarsd oy o S
racialized historical and cultural conditions. O Neighborhood Service Centers

SurveillanceOrdinance SeattleCityCouncipassedrdinance alsoreferredto asthe
GAdZINBSAEE L yOS 2NRAYIFYyOSdé

SIRd& a dzNJ2 SripadNByLEaddcsmEntwhich capturesthe fulfillment of the Counci
defined surveillance technology review process, as required by ordirlt€®/6

Workforceequity: (takenfrom the racialequity toolkit.) Ensurethe City'sworkforcediversity
reflects the diversity oSeattle.
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AppendixB: Meeting Notice(s)

City Surveillance

Webex Online Event

Join us for a public meeting to comment on a few
of the City’s surveillance technologies:

Seattle Police Department
» Forward Looking Infrared Real-time Video (FLIR)
s Situational Awareness Cameras Without Recording
» Video Recording Systems

WebEx Online Event

Dial-in Info:
+1-408-418-9388
Access code: 146 533 4053

Can’t join us online?

Visit http://www.seattle.gov/surveillance to leave an online comment or

send your comment to Surveillance and Privacy Program, Seattle IT, PO
Box 94709, Seattle, WA 98124.

The Open Comment period is from October 7" — November 7%, 2020.

Please let us know at Surveillance@seattle.gov if you need any
accommodations. For more information, visit Seattle.gov/privacy.

Information provided to the City of Seattle is idered 3 pubiic d and may be subject to public disch For more infi tion see the
Public Records Act, RCW Chapter 42 56.0r visit Seattle gov/privacy. All bmitted will be induded in the Surveillance Impact Report.
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AppendixC:All CommentsReceivedrom Membersof the
Public

ID:12168954138
Submitted Through:OnlineComment
Date:11/13/202011:44:26PM

Whichsurveillancetechnologythat is currently openfor publiccomment,do youwishto
comment on?

SPDForwardLookinglnfrared ReallimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

Thepossibledrift in usagein ambiguoussituations,andhow it mightgettriangulatedwith
other technology like video recording. Apparent lack of clarity on data stqueaygices.

What value,if any, doyou seein the useof thistechnology?
Findingpeople whoare lost
What do you want City leadershipto consider aboutthe useof this technology?

DatagovernanceSettingclear,specific.easyto understandguidelinesaboutuseand storageof
this information, and how that will get shared between SPD and KC Sheriff.

Doyou haveany other comments?

Please make sure that at public discussions where personnel are there to answer questions,
that there'sa subjectmatter expertpresentwho cananswermostgeneraltechnicalquestions.
That is more important than having an SPD officer present.

ID: 12167775924
Submitted Through:OnlineComment
Date:11/13/202011:05:58AM

Whichsurveillancetechnologythat is currently openfor public comment,do you wishto
comment on?

SPDForwardLookinginfrared ReallimeVideo(FLIR)

What concernsjf any,do youhaveabout the useof this technology?
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Thatthis will be usedto target Blackpeopleand protesters.It's expensiveandthat moneyis
better used to feed, house, aradothe people in our city.

What value,if any, doyou seein the useof thistechnology?

None atall.

What do you want City leadershipto consider aboutthe useof this technology?

Rejectit.

Doyou haveany other comments?

BlackLivesMatter.

ID:12167464903
Submitted Through:OnlineComment
Date:11/13/20209:19:25AM

Whichsurveillancetechnologythat is currently openfor public comment,do you wishto
comment on?

SPDForwardLookinginfrared ReallimeVideo(FLIR)

What concernsjf any,do you haveabout the useof this technology?

Test

What value,if any, doyou seein the useof thistechnology?

Test

What do you want City leadershipto consider aboutthe useof this technology?
Test

Doyou haveany other comments?

Test

ID:12165148732

Submitted Through:OnlineComment
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Date:11/12/20204:01:40PM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReallimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

| do not feellike SPDheedsthis technologynor do | think they will useit in atransparentway.
There are considerable privacy concerns with the use of this technology.

What value,if any, doyou seein the useof thistechnology?

| do not seeany valuen SPDChavingthis technology.

What do you want City leadershipto consider aboutthe useof this technology?
| do not want this technologyusedin our city.

Doyou haveany other comments?

ID:12164993335
Submitted Through:OnlineComment
Date:11/12/20203:03:42PM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinginfraredRealTimeVideo(FLIR)

What concernsjf any,do youhaveabout the useof this technology?

test

Whatvalue,if any, doyou seein the useof this technology?

test

What do you want City leadershipto consider aboutthe useof this technology?
test

Doyou haveanyother comments?

test
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ID:12164789404
Submitted Through:OnlineComment
Date:11/12/20201:56:19PM

Whichsurveillancetechnologythat is currently openfor publiccomment,do you wishto
comment on?

SPDForwardLookinginfraredRealTimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

As of Nov12th, numerous questionfrom the public have not been answered by SPD and thus
greatlyhinderthe ability for informed publiccomment. Thesequestionsinclude: (1) What are

the registration/tail numbers for each helicopter(2) In 2019 or 2020 did KCSO ASU have any
additional helicopters® o0 52Sa 2yfteé (GKS |1 dzSe& FT2NXY Ddzr NRA Iy
form Guardian One?4) How long does KCSO retaili siages and recordings when assisting
SPDMp0 La {t5Q& S5A3IAGIT 9 DA R SpyeiSe oaJofivar@dsS YSy (i { &
aService deployment®) Has SPD ever requested KCSO ASU services or obtained data from

Y/ {hQa KSft AO2LI S N%to duyeR pr@aesters?]) What alieSHO K y 2 f 2
YSAIKO2NK22RA 20SN) 6KAOK Y{/ [BWhatktlef dat®getsli S NBE K
combined by SPD with the ASU data (such as cellphone gelocations, social media

monitoring/intel, other surveillance technobA Sa 2y G KS / A (i AdGtonakly & G SNJ |
SPD dodging some of these questions by directing the public to submit PRA requests (which

have a 612 month turnaround time) and IT not stepping in point out that answers must be

provided to the publidefore thepublic comment period closeshowshow little interest both

SPD andT truly have inan honestdialogwith the publicabout surveillance technologie#lso,

there are multiple gaps in the SPD manual that should be addressed eitneodifications to

SPD's manual and/or via ordinancEnese gaps included M0  {t 5 Y|l ydzZ f R2SayQi
specific & restricted purpose of use of ASU (so largely the whim of an SPD officer and ASU
availability)o H0O {t 5 YLl ydzZ f R2Sayt@dsurvdil rdestSrsiand/or { | 0 SAy 3
targeting historically ovepoliced communities/neighborhood$i o 0 {t 5 Y| ydzr f R?2
address the privacy of unrelated members of the public, unsuspected of a crime, that may be
surveilled with this technology or be in the redings. (4) Lack of public oversight and

accountability regarding SPD leveraging KCSO R&ubnly should all of the above be

addressed by also it's recommended that the City produce a publicly available annual report

detailing use of KCSO ASU (how SkD csllected data, amount of data, data retention

lengths & in what formg K S NB A (&@eéightiorinaddéBeplIayed overlt should not take

- tw! NBIldzSaid F2NJ 0KS LlzotAO G2 KIS AyairakKi
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What value, if any, doyou seein the useof this technology?

Because this technology lacks any guardrails on its use and SPD/IT are withholding information
from the public, one can only safely assume predominantly negative circumstances under
which this technologyas been used (otherwise SPD should desire to make public how great
andupstandingtheir work hasbeen);therefore the consoutweighthe prosandthistechnology

does not provide any noticeable value to the public.

What do you want City leadershipto consider aboutthe useof this technology?

City leadership should be made aware of the information SPD/IT has withheld from the public.

This information missing from the public includ€s) What are the registration/tail numbers

for each hakopter? (2) In 2019 or 2020 did KCSO ASU have any additional helicofi3¢rs?

52Sa 2yfteé (0KS |1 dzSeé F2N¥Y DdzZa NRAIY ¢og@)How R (KS
long does KCSO retain still images and recordings when assisting3PD? L& & t 5Qa 5A 3,
Evidence Management System (DEMS)-pr@mise or SoftwareasaService deployment?o)

| a {t5 S@SNJI NBI|jdzSaidSR Y/ {h ! {! &ASNWBAOSa 2NJ 2
FLIR technology to surveil protester§?) What are the neighborhoods over WtOK Y { / h Qa
helicoptershavebeendeployed?(8) What otherdatagetscombinedby SPD witithe ASUdata

(such as cellphone gelocations, social media monitoring/intel, other surveillance technologies

2y GKS /| AList@etQ)? City leadérsdipldhouldso be informed that SPD dodged some

of these questions by directing the public to submit PRA requests (which hat& am6énth
turnaroundtime) and ITdidn't stepin to point out that answersmustbe providedto the public

before the public commenperiod closes. City leadership should be encouraged to mandate

(via SPD manual changes and/or ordinance) to address multiple gaps and add appropriate

guardrails to the use of this technologyhe current gapsinclud&@ m0o {t 5 YLl ydztf R2S
define a speci€ & restricted purpose of use of ASU (so largely the whim of an SPD officer and

ASU availabilityo H 0 {t 5 Yl ydzrf R2SayQi | RRNK&aa !{! o0SA
targeting historically ovepoliced communities/neighborhood€3) SPD manual déey Q

address the privacy of unrelated members of the public, unsuspected of a crime, that may be
surveilled with this technology or be in the recording4) Lack of public oversight and

accountability regarding SPD leveraging KCSO @8lUeadership shdd also be advised to

mandate the City produce a publicly available annual report detailing use of KCSO ASU (how

{t5 dzaSR 02ttt SOGSR RIOFX FY2dzyld 2F RFGIFE REGLE
stored, & neighborhoods deployed ovet}y.should rot take a PRA request for the public to

K @S Ayaiaakd Ayid2 {t5QWihamabof thebe guatduisddingt 1 y OS
added, the technology should be permitted to be uséthe risk to the public of over

surveillance is too great.

Doyou have any other comments?

Thereare manyareasof improvementby IT/Privacydept. regardingtheir publicengagement
process on surveillance technologi€some of the more recent issues includé) Public
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comment via SurveyMonkey wasnfigured by IT such that a single user (browser session)

could only submit public comment on 1 technologihe only way to submit public comment

on allthe technologiesvould be usea different browseror clearyoubrowser'scookies/session

data, which nany less technical people wouldn't know to dbhis actively impedes public

comment. It is ensuring there is the least public comment possili®.The Privacy dept.

Ot SYRINJ S@SyiG F2NJ 6§KS DNRdzLJ o Lzt AO rSy3al3ASyYy
phone-only users to diain (one had to know of and go to thEechTalk blog to get the access
code). (3) Directions at public engagement meeting for providing verbal public comment were
to raise hand in webex which clearly is not possible for phamlg users. (4) Public
engagementruncated. CTCQtold City Councilit would be 45 days. Insteadl Tused30 dayswith

a 1 week extension agreed to be added (so 37 dg¥3$)The Group 3 public engagement
meeting recording (as of Nov. 12th) has not been postdualiply, so people unable to attend

R 2 yh&é accesw® the discussion/Q&&beforethe public commenperiod closes(6) SPChas

not provided answers before the public comment period clog@$.SPD further dodged valid
guestions from the public bsequiring PRA requests, which have zero hope of being addressed
within the public comment period(8) IT has repeatedly requested & attained (and in 1 case,
just seltgranted) time extensions for the Surveillance Ordinance prodé8gen the public

needs tme for SPD to provide answers so as to provide informed public comment, now
ddzZRRSyfe L¢ Aa 2y I GA3IKAG GAYS &A0KSRdzZ S | yR
Additionally, IT/Privacgept. has repeatedly lamented the lack of public engagement, but have
also taken no additional steps to rectify this for Group 3; and did not heed prior feedback from
the CSWG regarding the engagement procds$sere are numerous steps IT/Priveaigpt.

should take tamprove publicengagement.The recommendationt the CTO8& CPCfor Group

4 include: (1) Breaking the group into smaller grougsroup 4 on deck with 13 technologies: 2
re-visits of SFD tech, 3 types of undercover technologies, & 8 other technol¢gjesllocating
more time for open public comment: minimum of Zeks per each in scope tech (so Group 3
would be 42 days, and Group 4 would be 1382 days).(3) Hold more public engagement
meetings per Groupspecifically the number of public engagement meetings should at a
minimum match the number of technologiéging considered for public comment (otherwise
the meeting will run out of time before all the questions from the public can even be asked,
whichdid happenwith Group3). (4) Requireat the publicengagemenineetingsboth a Subject
Matter Expert on the us of the technology _ AND__ a Subject Matter Expert on the technical
management of the technologylhere should be no excuse for most of the public's questions
beingunansweredoy the Cityat thesemeetings.(5) Hold publicengagemenimeetingsthat are
accessible to marginalized communities most likely to have this technology used against them
(such as, holding meetings at various times of day & weekends, having translatorg6gtc).

Post online the recordings of all online public engagement meetintgaat 1 week before the
public comment periodclose® T 0 wSIljdzZA NE RSLI NI YSyda (2 LINR DA
guestions at least 1 week before the public comment period clo§&sPost public

announcements for focus groups held by the GRYy Publiengagement meetings and focus

groups should have at least 1 outside civil liberties representative to pre§&dy.Publish to

(@
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the Privacywebsitein amoretimely mannerthe CSWGneetingannouncement@and minutes.
(11)Workwith more Citydepartments(not just Dept. of Neighborhoodsjo foster engagement.
(12) Workwith more Cityboardsand committeesto fosterengagement.(13) Provideat least2
week lead time between announcing a public engagement meeting and the timing of that
meeting occurmg. (14) Provide early versions of drafts SIRs to the CSWG (as they requested
more than once).

ID:12161313635
Submitted Through:OnlineComment
Date:11/13/202011:03:49AM

Whichsurveillancetechnologythat is currently openfor publiccomment,do you wishto
comment on?

SPDForwardLookinginfrared ReallimeVideo(FLIR)

What concernsjf any,do youhaveabout the useof this technology?

1

Whatvalue,if any, doyou seein the useof this technology?

2

What do you want City leadershipto consider aboutthe useof this technology?
3

Doyou haveanyother comments?

4

ID:12128589537
Submitted Through:OnlineComment
Date:11/1/20206:58:29AM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReallimeVideo(FLIR)
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What concernsjf any,do youhaveabout the useof this technology?

It is military weaponsplatform equipmentandtechnology.Theydon't sharewith HLSFusionaf
not today, there is tomorrow.

What value,if any, doyou seein the useof thistechnology?

Onlyfor the further advancemenbf "BigBrotherandto continuesupportingparamilitariesing
SPD and KCSD.

What do you want City leadershipto consider aboutthe useof this technology?
It isusedfor advancedandlongrangetargeting.
Doyou haveany other comments?

Readthe VoyuerRCWNakedeye.

ID:12125455624
Submitted Through:OnlineComment
Date: 10/30/202012:34:17PM

Whichsurveillancetechnologythat is currently openfor publiccomment,do you wish to
comment on?

SPDForwardLookinginfrared ReallimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

In section 4.2 of the full report, "The videorexjuested as evidence from King County and
storedusingexistingvideoevidencestoragepoliciesincludingSPDPolicy.090."Thescopeof
the data collected is broader than that associated with a request fo

What value,if any, doyou seein the useof thistechnology?
What do you want City leadershipto consider aboutthe useof this technology?

Cityleadershipshouldconsiderunderwhat conditionsthis technologyisin useandwhethera
warrant is needed to approve this. The City leadership shoatgider whether or not this
constitutes "evidence." City leadership should consider all of the

Doyou haveany other comments?
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ID:12118975621
Submitted Through:OnlineComment
Date:10/28/20205:09:38PM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReaiTimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

This is a creepy tool to putinthe handsldS 2 LIt S ¢ K2 KIF @S | £t NBI Ré LINR O
trusted with the toolsthey use.Thisa K 2 dzbefa gu¥éillancestate. Ourpoliced K 2 dzbeRy Q (i
able to monitor us from the air with technology that can see us when

Whatvalue,if any, doyou seein the useof thistechnology?

Nonethat A & gufv@ighedby putting dangeroussurveillanceechin the handsof SPD.
What do you want City leadershipto consider aboutthe useof this technology?

Not usingit.

Doyou haveanyother comments?

SeattleCityCounciiA & fi@dommunistartyof China5 2 yattlikeit.

ID:12118928781
Submitted Through:OnlineComment
Date:10/28/20204:50:49PM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReallimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?
| haveno concerngegardingits use.

What value,if any, doyou seein the useof thistechnology?
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What do you want Cityleadershipto considerabout the useof this technology?

Do you have any other comments?

ID:12117873188
Submitted Through:OnlineComment
Date:10/28/202010:58:58AM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReallimeVideo(FLIR)

What concernsjf any,do youhaveabout the useof this technology?

| am concernednnocentbystandersrivacyis violatedwith useof this surveillance.
What value,if any, doyou seein the useof thistechnology?

None.Thisis major privacyviolation.

What do you want City leadershipto consider aboutthe useof this technology?
Refuse.

Doyou haveany other comments?

Thelinksto commenton proposedsurveillancenethodsare difficult to find andif | didn't know
any better, I'd say they're "hidden" purposefully.

ID:12111684041
Submitted Through:OnlineComment
Date: 10/26/20206:20:22PM

Whichsurveillancetechnologythat is currently openfor publiccomment,do you wishto
comment on?

SPDForwardLookinginfrared ReallimeVideo(FLIR)

What concernsjf any,do youhaveabout the useof this technology?
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| amconcernedhat a) this technologyis or will be used againsprotestersexercisingheir first
amendment rights to freedom of speech and assembly, that it will have a chilling effect on
those rights, and create safety issues for protesters if informa

What value,if any, doyou seein the useof this technology?
What do you want Cityleadershipto considerabout the useof this technology?

Do you have any other comments?

ID:12111484053
Submitted Through:OnlineComment
Date: 10/26/20204:52:50PM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinginfrared ReallimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

Everytime | turn around,| seeanotherarticle abouthow technologyis deepeningnequities.
Increased surveillance is not the answer to our socialiilisill only deepen them.

What value,if any, doyou seein the useof thistechnology?
None.We do not needmore surveillanceThereis enoughalready!
What do you want City leadershipto consider aboutthe useof this technology?

Thesocialcostsare potentially very deep,andfar outweigh anysavingsn terms of policetime
or private property.

Doyou haveany other comments?

ID:12103746854
Submitted Through:OnlineComment
Date: 10/23/20209:02:47AM
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Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReallimeVideo(FLIR)

What concernsjf any, do you haveabout the useof this technology?
None

What value, if any, doyou seein the useof thistechnology?

Assistin locating/trackingfor a variety of reasonanore efficientlyin mostanyenvironmentor
condition

What do you want City leadershipto considerabout the useof this technology?

Thereshouldbe oversight,rulesandregulationsregardingthe useof this tool and subsequent
data with accountability

Doyou haveanyother comments?

Not at this time

ID:12102858883
Submitted Through:OnlineComment
Date:10/23/20204:31:30AM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReallimeVideo(FLIR)

What concernsjf any,do youhaveabout the useof this technology?

Thermallmagingwill be abusedto surveil,track,direct,and disruptiegalprotestmovements.
What value,if any, doyou seein the useof thistechnology?
Thermallmagingenableseasiersearchingof victimsin Search andRescue.

What do you want City leadership to consider about the use of this technology?
Limitusageto casualtyeventsor searchandrescue.That'swhereit's totally positive.

Do you have any other comments?
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ID:12102022133
Submitted Through:Onlne Comment
Date:10/22/20208:19:02PM

Whichsurveillancetechnologythat is currently openfor publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReallimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

Thistechnologywill not be usedto keepanyonesafe.Ratherit will be used tosurveilmembers
of the public, specificallyprotestors,in orderto arrest, attack,and harmthem. SPChasalready
used tools at their disposable twutalize protestors and B

Whatvalue,if any, doyou seein the useof thistechnology?
Thereis no valueto thistechnology.
What do you want City leadershipto consider aboutthe useof this technology?

Thereisno reasonthat residentsof Seattleshould besurveilledin this manner.Thiswill only
cause more harm. Do not authorize the use of this technology.

Doyou haveany other comments?

Donot authorizethe useof this technology If youdo, more membersof the publicwill be
attested, njured, or killed by the police.

ID:12101809731
Submitted Through:OnlineComment
Date: 10/22/20206:10:30PM

Whichsurveillancetechnologythat is currently openfor publiccomment,do you wishto
comment on?

SPDForwardLookinginfraredReaiTimeVideo(FLIR)

What concernsjf any,do youhaveabout the useof this technology?
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| don't think we cantrust SPIo usethis responsibly They'veproventhat they will track down,
harass, and persecute those who disagree \thitir tactics. It's a department full of white
supremacists. We don't need to put this kind of technology into

What value,if any, doyou seein the useof thistechnology?

While Iwantto think it would be helpful, | seenone atthis point, giventhat the SPD willisethe
technology. It really renders even considering value useless. Its value is negative to Seattle
Citizens.

What do you want City leadershipto consider aboutthe useof this technology?

If thereis anytechnologythat the SPD canseto track peopledown, they will useit for hunting
down black, brown, indigenous, and transgender people, as well as any other minority and
marginalized groups that they can. There are obvious cases, on came

Doyou haveanyother comments?

DEFUNOHESPD

ID:12101790683
Submitted Through:OnlineComment
Date:10/22/20205:59:10PM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReallimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

This comment applies tall listed technologies. SPD is a deapiyrustworthy agency that has
not proventheir useof technologyresponsible Thistechnologywill be usedto represscitizens
by an organiation that has repeatedly proven their disdain for

Whatvalue,if any, doyou seein the useof this technology?
None.Thiswill purelybe usedto harmcitizensand furtherthe reachof out of controlagency.
What do you want Cityleadershipto consider aboutthe useof this technology?

| want city leadership to know that this technology will only further erode the trust of the
peoplein their city. SPDwill usethis technologyirresponsiblyasthey havewith SDOT#raffic
cameras.
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Doyou haveanyother comments?

ID:12101680822
Submitted Through:OnlineComment
Date:10/22/20205:06:33PM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReaiTimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

Pleaseapplymy commentsto all surveillanceech listedhere. SPDnheedsto be dismantled toall
but officersneededfor violent crimeandto purgeit of a culture of white supremacyTheirpoor
handling/escalation of force with recent protests means they

Whatvalue,if any, doyou seein the useof this technology?

None.Thisequipmenthasno placein our community,especiallywith a policeforceas
untrustworthy with equipment and citizen's safety as ours.

What do you want City leadershipto consider aboutthe useof this technology?

It will only be abused.Until SPOstorn downandnon-violentcrime serviceamovedelsewhere
we cannot continue to arrthem with ever more advanced equipment.

Doyou haveany other comments?

| don't considemyselfan activistbut can'tignorethe heinousandbrazenbehaviorof SPONn
recent months and don't want to see investment made in technology they'll surely use to
further abuse citizens.

ID:12101591052
Submitted Through:OnlineComment
Date:10/22/20204:28:31PM

Whichsurveillancetechnologythat is currently openfor publiccomment,do you wishto
comment on?
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SPDForwardLookinginfrared ReallimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

Areflashlightsnot goodenoughfor SPD?don't seea usecasefor the policeto useFLIRvhere
a regular light would not serve the same purpose. Seatleot a war zone.

What value,if any, doyou seein the useof thistechnology?
It's agreatwayto wasteour money.
What do you want City leadershipto consider aboutthe useof this technology?

| don't want to live in a city where the police camrveil you and identify you anywhere at any
time. | shouldbe ableto attend a protestor political meetingandnot worry aboutextrajudicial
police harassment. SPD has recently and repeatedly shown its

Doyou haveanyother comments?

All of theseare anincrediblewasteof money,especiallywhenthe rest of the city islookingat
austerity.

ID:12101428379
Submitted Through:OnlineComment
Date:10/22/20203:18:06PM

Whichsurveillancetechnologythat is currently openfor public comment,do you wishto
comment on?

SPDForwardLookinginfrared ReallimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

Lawenforcementhasdemonstratedalackof regardfor the fourth amendmentand| do not
think thatexpanding their power to record residents without a warrant is wise in any form.

Whatvalue,if any, doyou seein the useof this technology?

None

What do you want Cityleadershipto consider aboutthe useof this technology?
Don't useit

Doyou haveanyother comments?
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ID:12101367556
Submitted Through:OnlineComment
Date: 10/22/20202:54:00PM

Whichsurveillancetechnologythat is currently openfor publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReaiTimeVideo(FLIR)

What concernsjf any,do youhaveabout the useof this technology?

None.

What value,if any, doyou seein the useof thistechnology?

Thiswill saveofficerslivesandthe livesof the public

What do you want City leadershipto consider aboutthe useof this technology?
Aloethe useof thistechnology It will savelives.

Doyou haveany other comments?

Aloethe useof thistechnology It will savelives.

ID:12101215876
Submitted Through:OnlineComment
Date:10/22/20201:55:56PM

Whichsurveillancetechnologythat is currently openfor public comment,do you wishto
comment on?

SPDForwardLookinginfrared ReallimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

Isn't thistechnologygoingto be usedfor the further suppressiorof protestsagainstpolice
brutality?

Whatvalue,if any, doyou seein the useof this technology?

RetroactiveTechnologyRequest BySPLC AppendixC:All CommentReceivedrom Membersof the Public| Surveillance
ImpactReport| KCS®elicoptergpage 57



Att 1-2023 Surveillance Impact Report: Forward Looking Infrared Ree Video (FLIR)
Vl1a

TheSPDbudget isalreadybloatedand overfunded
What do you want City leadershipto consider aboutthe useof this technology?

Themoneythat would be usedon thesesurveillancgechnologieshouldbe goingto housing
and social services. Our city is in a homelessness crisis.

Doyou haveany other comments?

I'm disgustedo seethe SPDdoingthe oppositeof whatthe protestmovementhasdemanded
of them. We dont need more gadgets to increase policing we need more social sewheds
studies have proven ACTUALLY decrease crime and mortality

ID:12101204854
Submitted Through:OnlineComment
Date:10/22/20201:51:35PM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinglnfrared ReallimeVideo(FLIR)
What concernsjf any, do you haveabout the useof this technology?

Whydoesthe SeattlePoliceDepartmentfeelthe needto usemilitary surveillanceequipment
on its domestic population?

What value,if any, doyou seein the useof thistechnology?
None,disgusting
What do you want City leadershipto consider aboutthe useof this technology?

I would likeCityleadership taconsiderwhy they feelit is appropriateto arm our policeforceto
the teeth like its own small paramilitary group

Doyou haveanyother comments?

Abolishthe SeattlePoliceDepartment,removeJennyDurkanfrom office

ID:12101046061
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Submitted Through:OnlineComment
Date: 10/22/202012:58:06PM

Whichsurveillancetechnologythat is currently open for publiccomment,do you wishto
comment on?

SPDForwardLookinginfraredRealTimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

No matter what you sayin responseo publiccomment,we knowyou're just usingthis to help
oppress citizens and protesters. Come on.

What value,if any, doyou seein the useof thistechnology?

None

What do you want City leadershipto consider aboutthe useof this technology?
Abandonit.

Doyou haveany other comments?

You arethe villainsyou grewup hopingto neverbe.

ID:12101028005
Submitted Through:OnlineComment
Date: 10/22/202012:52:28PM

Whichsurveillancetechnologythat is currently openfor publiccomment,do you wishto
comment on?

SPDForwardLookinginfrared ReallimeVideo(FLIR)
What concernsjf any,do youhaveabout the useof this technology?

Citizenaunderthe 4th amendmenthavearight to privacy.You'resurveilingcitizenswith a
presumption that they are guilty and don't deserve thagiht. It's not okay.

What value,if any, doyou seein the useof thistechnology?
None.Literallynone.

What do you want City leadershipto consider aboutthe useof this technology?

RetroactiveTechnologyRequest BySPLC AppendixC:All CommentReceivedrom Membersof the Public| Surveillance
ImpactReport| KCS®elicoptergpage 59



Att 1-2023 Surveillance Impact Report: Forward Looking Infrared Ree Video (FLIR)
Vl1a

| wantthemto not implementit andnot allow our policeto useanytype of technologythat
infringes on our inalienable rights as Americans.

Doyou haveany other comments?

DefundSPD shouldlsoincludetheir technologiesusedfor spyingon citizens.
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AppendixD: Lettersfrom Organizatiors or Commissions

Novembes 6, 2020

Seattle Information Techaology
700 5% Ave, Suite 2700
Seattle, WA 98104

RE: ACLU of Washington Comments on Group 3 Susveillance Technologies

On behalf of the ACLU of Washington, I write to offer our comments on the
survedllance technologies included in Group 3 of the Seattle Susveillance
Ordinance implementation process.

The three Seattle Police Department (SPD) technologies in Group 3 are covered
in the following order:

AMERIGAN E5VaL LOKENTTES AN 1. Forward Loolgng Infrared — King Couaty Sheriff’'s Office Helicopters
- 2. Video Recording Systems
Washin glon 3. Situational Awareness Cameras Without Recording

These comments should be considered preliminary, given that the Sucveillance
Impact Reports (SIR) for each technology leave a number of imporstant questions
unanswered. Specific unanswered questions for each technology are noted in the
comments relating to that technology. Answers to these questions should be
included in the npdated SIRs provided to the Community Surveillance Working
\ara Ly Group and to the City Conncil poior to their review of the technologies.

Baara Fresidel

Forward Looking Infrared - KCSO Helicopters

Micheal= Stonm

Eyrorimm Dipeten

Background

Forward Looking Infrared (FLIR) is a powerful thermal imaging surveillance
technology that raises a number of privacy and civil libecties concerns because of
its zbility to enable dragnet sucveillance of individuals in public as well as 1 private

spaces.

FLIR cameras sense infrared radiation to create images assembled for real-time
video output. This technology detects small differences in heat, or emitted thermal
energy, and displays them as shades of gray or with different colors. Because all
objects emit different amounts of thermal energy, FLIR cameras are able to detect
temperature differences and translate them into images.!

Advanced thermal imaging systems like FLIR allow governments to increase their
sugveillance capabilities. Like any device used for surveillance, government agents
may nse it inappropuately to gather information on people based on their race,
religion, or poktical views. While thermal imaging devices cannot “see” through

VACLU of Washsngton, Thermal Imagsng Sarveillance, THEY AREWATCHING ORG,
https:/ /they hing org/ technology/ th l-imaging-susveillance (last visited Nov. 5.
2020).
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walls, pointing a thermal camera at a building can still reveal sensitive information
about what is happening inside. Drug detectives often use these devices to identify
possible marijuana growers by looking for heat consistent with grow lights 2
Furthermore, privacy and civil liberties concerns with FLIR are magnified when
FLIR is used in conjunction with other powerful surveillance tools such as facial
recognition and drones.

The Seattle Police Department (SPD) uses three King County Sheriff’s Office
helicopters that are equipped with FLIR technology as well as 30-million
candlepower “INight Sun” searchlights, Pro Net and LoJack radio tracking
receivers, still and video cameras, and communications equipment for
communicating with local, state, and federal law and firefighting agencies on their
frequencies. SPD can use FLIR technology and these helicopters to monitor
human beings (whose body temperatures are fairly consistent) through clouds,
haze, and darkness.

There are serious concerns with SPD’s use of KSCO's helicopters as described in
the SIR. The policies attached in the SIR do not include purpoze limitations,
adequate privacy and security protections, or restrictions on use. The SIR also
does not specify how long KCSO retains still images and recordings attained when
assisting SPD, or whether SPD’s Digital Evidence Management System (DEMS) is
an on-premise or a Software-as-a-Service (Saa3) deployment.

At the public engagement meeting held on October 28, 2020,% SPD officers were
asked if SPD had ever used K.CSO helicopters or FLIR technology for the
purpose of surveilling protesters and if SPD had any policies prohibiting use of
these technologies for protester surveillance. The officers were also asked over
which neighborhoods the helicopters had been deployed, piven that the SIR states
that in 2018, Guardian One was deploved 45 times to SPFD events. Foz both
questions, SPD officers declined to answer and told the public to submit public
records requests. However, because SPD's Public Records Act request portal
states that the minimum response timeline is in excess of 6-12 months, members
of the public would not be able to receive answers to these questions in time to
submit public comments on these technologies.

Given the lack of adequate policies in the SIR and the number of nnanswered
questions that remain, we have concerns that SPD’s use of KC50’s helicopters
and FLIR technology may infrinpe upon people’s civil rights and civil liberties.
KC50% FLIR-equipped helicopters may be used to disproportionately surveil
historically targeted communities, individuals exercising their constitutionally
protected right to protest, or people just going about their lives.

Specific Conserns

2 In the 2001 case Kyllo v. United States, the TU.S. Supreme Court ruled that federal agents
wiclated the Fourth Amendment when they used a thermal imaging dewice to detect
mariprana plants growing inside a home.

% Seattle Police Department, Surveiilance Technalogy Public Commrent Meeting, CITY OF SEATTLE
(Oct. 28, 2020,

https:/ /wow.seattle gov/Docoments /Departments/ Tech /Privacy/ Group¥:203%:20Pese
ntation. pdf.
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